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Welcometo ARE2018

The 13th International Conferenceon Availability, Reliability and Security (ARES2018) brings again together
researchersand practitionersin the field of dependabilityand cybersecurity ARESR018 highlightsthe various
aspectsof this veryimportant field, following the tradition of previousARESonferenceswith a specialfocuson
the crucial linkage between availability, reliability, security and privacy. Againthis year we are very happy to
welcomefamouskeynotespeakerdrom academiaandindustry.

Thisyear, ARE$®iasseena record number of submissionsthe highestin its history. Fromthe manysubmissions,
we haveselectedthe 30bestonesasfull paper. Thequality of submissionfiassteadilyimprovedoverthe lastyears
andthe conferenceofficerssometimesfaceda difficult decisionwhen selectingwhich papersshouldbe accepted.
Thisé S I atd@tancerate for full papersis only 22,31 %. In addition, severalworkshopsand short papersare
includedin the programand showintermediateresultsof ongoingresearchprojectsand offer interestingstarting
pointsfor discussionsPuttingtogether ARER2018wasa team effort. We first thankthe authorsfor providingthe
content of the program.We are grateful to the programcommittee,whichworkedvery hard in reviewingpapers
and providingfeedbackfor authors.Finally,we thank all workshopchairsfor their efforts in organizingnteresting
workshopsessions.

This@ S I dddPedienceis taking placein Hamburgwhichis an old seafaringand trading city with the third-largest
port in Europelt isalsoone of the mostpopulartouristic destinationsn GermanyHamburghasahistoryof pirates
like the famousKlausStortebeckerwho opposedthe availability,reliability, and securityof trading routesin the
North and BalticSeain the 14th century. Thus ARE$s comingto a city that exactlyknowsthat thesetopicsare of
outmostimportancein our inter-connectedsocieties.

Hamburgcallsitselfthe Germangateto the world. With ARE$he world is comingto Hamburg.
Wewould like to thankthe Universityof Hamburgfor hostingARE2018!

EnjoyARE2018andHamburg!

SebastiarDoerr Mathias Fischer

TUDelft, Netherlands UniversitatHamburg,Germany
SebastiarSchrittwieser DominikHerrmann
FHSt.Polten,Austria Otto-FriedrichUniversitatBamberg,

Germany



Welcome to CEMAKE 2018

ThelnternationalCrosdDomainConferencdor MachineLearning& KnowledgeExtractionCDMAKEsajoint effort
of IFIPTC5, IFIPWG8.4,IFIPWGS8.9and IFIPWG12.9andis heldin conjunctionwith the InternationalConference
on Availability Reliabilityand SecurityARES).

IFIP¢ the International Federationfor Information Processings the leadingmulti-national, non-governmental,
apoliticalorganizatiorin Information& Communication§ echnologieand ComputerSciencessrecognizedythe
United Nations(UN)andwasestablishedn the year1960underthe auspiceof the UNESC@san outcomeof the
first World ComputerCongress$eldin Parisin 1959.

IFIPbringstogethermore than 3500scientistswithout boundariesform both academiaand industry,organizedn
more than 100WorkingGroups(WG)and 13 TechnicalCommitteeqTC).

CDstandsfor CrossDomainand meansthe integration and appraisalof different fields and applicationdomains
(e.g. Health, Industry 4.0, etc.) to provide an atmosphereto foster different perspectivesand opinions. The
conferenceis dedicatedto offer aninternationalplatform for novelideasanda freshlook on the methodologiego

put crazyideasinto Businesdgor the benefit of the human.Serendipityis a desiredeffect, and shallcrossfertilize
methodologiesandtransferof algorithmicdevelopments.

MAKEstandsfor MAchineLearning& KnowledgeExtraction.Machinelearningstudiesalgorithmswhichcanlearn
from data to gain knowledge from experienceand to make decisionsand predictions. A grand goal is in

understandingntelligencefor the designand developmentof algorithmsthat work autonomouslyideallywithout

a humartin-the-loop) and canimprove their learningbehaviourover time. The challengeis to discoverrelevant
structural and/or temporal patternso a 1 Yy 2 ¢ finSld&aavéichis often hiddenin arbitrarily high dimensional
spaceswhichis simplynot accessibléo humans.Machinelearningasa branchof Artificial Intelligencecurrently
undergoeskind of Cambriarexplosionandis the fastestgrowingfield in computersciencetoday. Thereare many
applicationdomains,e.g.,smarthealth, smartfactory (Industry4.0), etc. with manyusecasesrom our daily life,

e.g., recommendersystems,speechrecognition, autonomousdriving, etc. The grand challengesare in sense
making,in contextunderstandingandin decisionmakingunderuncertainty.Ourrealworld is full of uncertainties
and probabilistic inference enormously influenced Artificial Intelligence generally and statistical learning
specificallyTheinverseprobabilityallowsto infer unknownsto learnfrom dataandto makepredictionsto support
decisionmaking. Whether in social networks, recommendersystems,health or Industry 4.0 applications,the

increasinglycomplex data sets require efficient, useful and useable solutions for knowledge discoveryand
knowledgeextraction.

To acknowledgehere all those who contributed to the efforts and stimulatingdiscussionsvould be impossible.
Many people contributed to the developmentof this Volume,either directly or indirectly, so it would be sheer
impossibleto list all of them. We herewith thank all colleaguesand friends for all their positive and supportive
encouragementLastbut not least we thankthe Springemanagementeamandthe Springeproductionteam for
their smoothsupport.

Thankyouto all'[ S ingkait!

AndreasHolzinger PeterKiesebergEdgaWeippl, AMin Tjoa
(D-MAKE2018 Chairpersons



Welcometo the AREEUSymposiunProjects2018

Welcometo the AREEUProjectsSymposiun2018

TheAREEUProjectsSymposiunis heldfor the fourth time in conjunctionwith the ARE& onference.
Thegoalisto disseminatethe resultsof EUresearchprojects,meet potential project partnersand exchangddeas
within the scientificcommunity.

Thisyear,sixworkshopswill be held within the AREEUProjectsSymposium:

1 3rdWorkshopon Security Privacy and Ildentity Managementin the Cloud(SECPIR018
Workshopon 5GNetworksSecurity(6GNS2018)
InternationalWorkshopon OrganizedCybercrimeCybersecurityand TerroristNetworks(IWOCCTI®R018)
1stInternationalWorkshopon CyberThreatintelligenceManagemen{CyberTIM 2018)
InternationalWorkshopon Physicalind CyberSecurityin PortInfrastructures(PCSCP018)
Europearproject Clusteringvorkshopon Cybersecurityand Privac ECoSR018)

= =4 -4 —a -

We would like to thankthe workshoporganizerdor their greatefforts and hardwork in proposingthe workshop,
selectingthe papers,the interestingprogramsandfor the arrangementsf the workshopsduringthe conference
days.

We hopeyou enjoythe AREEUProjectsSymposium!

Thisyearthe following projectswill be represented:
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Program Overview

Program Overview ARES 2018
August 27-30, Hamburg, Germany
Time Monday, 27.08.2018 Time Tuesday, 28.08.2018
09:30- 17:45 Registration, Welcome Coffee 08:00 - 16:30 Registration
LH A: ARES Opening & Keynote
10:15- 11:30 A Next-generation Secure Internet for the 21st Century - Adrian Perrig Rooms
ARES EU Symposium Opening 09:00 - 10:30
Rooms LH H (222) LH D (121) LHE (122) LH C (120)
11:45 - 12:45 LH H (222) LH C (120) LH D (121) LHE (122) CUING I WSDF | wrcl |
5G-NS |1 CyberTiM I IWOCCTN | ECoSP | 10:30 - 11:00 Coffee Break
e i SR LH A: CD-MAKE | Keynote & Diskussion
145 - 14: unc :00- 123 < " £ L =
Machine learning and Al for the sciences — towards understanding - Klaus-Robert Miiller
Rooms 12:00 - 13:15 Lunch
Rooms
asaticen LH H (222) LH C (120) LH D (121) LHE (122) LH G (221)
5G-NS II CyberTiM Il IWOCCTN Il ECOSP I LH G (221) LH H (222) LH D (121) LHE (122) LH C (120)
13:15- 14:45
15:30 - 16:00 Coffee Break CUING Il WSDF Il WTCii CD-MAKE Il
Rooms 14:45 - 15:15 Coffee Break
Rooms
ool i LH H (222) LH C (120) LH D (121) LH E (122) LH G (221)
5G-NS Il CyberTIM 111 IWOCCTN Il ECoSP Il 15:15 - 16:15 LH G (221) LH H (222) LH D (121) LHE (122) LH C (120)
17:30 - 17:40 Room switch CUING Il WSDF 111 TWSECC I CD-MAKE Il
Rooms 16:15 - 16:30 short Coffee Break
17:40 - 18:40 LH H (222) LH C (120) LH F (220) LH H (222) Rooms
5G-NS IV CyberTIM IV SECHID ROSCR LH G (221) LH H (222) LH F (220) LHE (122) LH C (120)
17.40-19.10 17.40-19.10 16:30 - 17:30
: CUING IV SSE IWSECC I CD-MAKE IV




ProgramOverview

Time Wednesday, 29.08.2018 IFS_G R e
+only for registered participants
08:30 - 16:00 Registration 08:30 - 09:15 Registration
: LH G (221
LH A: Keynote Session ARES i
09:30 - 10:30 . . h 09:15 - 09:30 Welcome
Innovations in permutation-based crypto - Joan Daemen
09:20 - 10:30 Keynote
10:30 - 11:00 Coffee Break
Rooms
LH D (121} LH H (222) LH E (122) LH F (220} LH C {120) LH G (221)
11:00 - 12:30
: 11:15- 12:15 Paper1 & 2
1oT-SECFOR | IWCCI IWSMA I CD-MAKE V
12:30 - 14:00 Lunch 12:15-13:30 Lunch
Rooms
LH D {121) LH H (222) LH E (122) LH F (220) LH C (120} LH G (221)
14:00 - 15:30
loT-SECFOR 11 wcci IWSMA 11 MAKE-TEXT 13:30 - 15:00 Paper 3, 4 &5
15:30 - 16:00 Coffe Break 15:00 - 15:45 Coffee Break
Rooms
16:00 - 17:30 LH D (121} LH H (222) LH E (122) LH F (220) LH C {120} LH G (221}
loT-SECFOR 111 SPEBD MAKE-Smart Factory 15:45 - 17:00 Paper 6 & 7, Day Closing
17:30 - 23:00




ProgramOverview

Time Thursday, 30.08.2018 IFS-CSR e
+only for registered participants
08:30 - 14:00 Registration
Rooms
09:30 - 11:00
LH D (121) LH H (222) LH E (122) LH F (220) LH C (120) LH G (221)
FARES | SAW | iPAT 1220 MAKE-Explainable Al | 09:00 - 10:00 Mornln;__r: siiifes
10:00 - 11:00 Industrial Talk
11:00-11:30 Coffee Break
Rooms
11:30.13:00 LH D (121) LH H (222) LH E (122) LH F (220) LH C (120) LH G (221)
FARES 1l SAW I iPAT I MAKE-Explainable Al Il Paper 8, 0 & 10
Room 221 Ost
13:00-14:00 Lunch MAKE Journal Editorial Board Lunch
Meeting
Rooms
LH D (121
S E i (121) LH C {120) LH G (221)
14:00 - 15:45 Paper 11, 12 & 13;
MAKE-Topology .
Conference Closing
15:45 - 16:00 short Coffee Break
Rooms
LH G (221)
16:00 - 17:30 Limes-Cyber-Game




Detailed Prograng Monday, August 2, 2018

DetailedProgram

Monday, August27th, 2018

i Trackl: AREEUProjects Track2: AREEUProjects Track3: AREEUProjects Track4: AREEUProjects Track5: ARES
Time Symposium Symposium Symposium Symposium
Lecture Hall F (220) LectureHallC(120) LectureHallD (121) LectureHallE(122) LectureHall G (221)
09:30 . .
Registration
17';:45 Foyer
ARES: AREEUProjectsSymposiumOpening
Welcome: Hannes Federrath, Universitat Hamburg, Germany
Mathias Fischer, Universitat Hamburg, Germany & Christian Doerr, TU Delft, Germany
SessiorChair:EdgatWeippl,SBAResearchAustria
Keynote:A Next-generationSecurelnternet for the 21stCentury
AdrianPerrig,
ETHzurich
LectureHallA
Abstract: The Internet has been successfubeyond even the most optimistic expectations.lt permeatesand intertwines with almostall aspectsof our societyand
economy.Thesucces®f the Internet hascreateda dependencyon communicationasmany of the processesinderpinningthe foundationsof modern societywould
10:30 grind to a halt should communicationbecome unavailable.However,much to our dismay,the current state of safety and availability of the Internet is far from
11?30 commensurategivenits importance.

Althoughwe cannotconclusivelydeterminewhat the impactof a 1-day,or 1-weekoutageof Internet connectivityon our societywould be, anecdotalevidenceindicates|
that evenshortoutageshavea profoundnegativeimpacton society businessesand government.Unfortunately,the Internet hasnot beendesignedor highavailability
in the face of maliciousactionsby adversariesRecentpatchesto improve Internet securityand availabilityhavebeen constrainedby the current Internet architecture,
businessnodels,andlegalaspectsMoreover,there are fundamentaldesigndecisionsf the current Internet that inherentlycomplicatesecureoperation.

Giventhe diversenature of constituentsin (i 2 R linkeiRet, anotherimportant challenges how to scaleauthenticationof entities (e.g.,ASownershipfor routing, name
serversor DNSpr domainsfor TLSjo aglobalenvironment.CurrentlyprevalentPKimodels(monopolyandoligarchy)do not scalegloballybecausemutuallydistrusting
entitiescannotagreeon a singletrust root, and becauseeverydayuserscannotevaluatethe trustworthinessof eachof the manyroot CAsn their browsers.
Toaddresgheseissueswe proposeSCIONa next-generationinternet architecturethat is secure available and offers privacyby design;that providesincentivesfor a

transitionto the new architecture;and that considerseconomicand policyissuesat the designstage.We haveimplementedSCIONwnd deployedit in the production
networksof severallSPs.




5GNSI
Welcome& Keynote

SessiorChair:Wojciech
Mazurczyk& Krzysztof
Cabaj,WarsawUniversity
of TechnologyPoland

and PascaBisson,Thales,

France

Lecture Hall F (220)

CyberTIMI
Opening

SessiorChair:

Dr. SheikhMahbub Habib,

ContinentalAG,
Germany

LectureHallC(120)

IWOCCTN

SessiorChair:
AndreaTundis,
TechnischeJniversitat
Darmstadt(TUDA),
Germany& Matteo
Bonfanti, ETHCenterfor
SecurityStudies,
Switzerland

LectureHallD(121)

SessionChair:tba

LectureHallE(122)
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ARES-ulll
MachineLearning

SessiorChair:
SebastianSchrittwieser,
FHSt. Polten,
Austria

LectureHall G (221)

WelcomeMessage Keynotel: CyberSecurity | Introductory talk: An ANASTACIAAdvancedNetworked Modular ConvolutionalNeural
Keynote:PeterSchneider, | Threatintelligence: Overviewon the H2020 Agentsfor Securityand Trust Network for Discriminatingbetween
11:45| (NokiaBellLah Germany | Challengesand Research | TAKEDOWIRroject Assessmenin CPS iOTArchitectures | ComputerGeneratedimagesand
q Opportunities” FlorianHuber(SYNYO JorgeBernal,(Universityof Murcia Photographicimages
12:45 Prof.Dr. KimKwang GmbH Austria) Spain) HongHuyNguyen,Ngo®ungTieuThi
RaymondChoo(The SAINT- CyberThreatRiskand Cost (SOKENDATheGraduateUniversity
Universityof Texasat San AssessmentTangibleand Intangible for AdvancedStudies),Japan) Hoang
Antonig USA Factors QuocNguyenSon(Nationallnstitute
Edgarddvontesde Oca,(Montimage of Informatics,Japan)VincentNozick
France (Japanesd-rench_aboratoryfor
Informatics(JFLIJUMI 3527),Japan),
YAKSHA Automating Honeypot JunichiYyamagishand IsaoEchizen
Deploymentand Malware Analytics Nationallnstitute of Informatics,
NikolaosMantas,(Universityof Piraeus | Japan)
Greece),
FALKBEMC: A NeuralNetwork Based
FORTIKAThe FORTIKARaradigm: Approachto LocateCryptographic
CyberSecurityAcceleratorfor trusted | Functionsin MachineCode
SMEST Ecosystem AlexanderAigner(Universityof
Evangelodarkakis(TEICrete Greecg | AppliedScience$)pperAustria,
Austria)
12:45
q Lunch
14:00




14:00

15:30

SGNSII

SessiorChair:
PascaBisson,
Thales,
France

Lecture Hall F (220)
ToTrustor Not to Trust: Data
Origin Authentication for
GroupCommunicationin 5G
Networks
RobertAnnessiJoachim
Fabiniand TanjaZseby
(ViennaUniversityof
TechnologyAustria)

UniversalTrustedExecution
Environmentsfor Securing
SDN/NF\Operations
VincentLefebvre(tagessas,
France)GianniSantinelli
(tagessas,ltaly), TiloMUller
(FAUErlangenNUrnberg,
GermanyjandJohannes
Gotzfried(FAUErlangen
Nurnberg,Germany)

EnhancingNFVOrchestration
with SecurityPolicies
ChristianBanseand Florian
Wendland(Fraunhofer,
Germany)

CyberTIMII
Attack Detectionand Mitigation

SessiorChair:
Dr. EmmanouilVasilomanolakis,
TUDarmstadlt,
Germany

LectureHallC(120)
Evaluationof Apache{ LJ2 ( Q&
machinelearningcapabilitiesin
an SDN/NF\enabled
environment
ChristosM. Mathas(Universityof
PeloponneseGreece)OlgaE.
SegouGeorgiosXylouris(Orion
InnovationsPC Greece) Dimitris
ChristinakigOrionInnovationsPC,
Greece)Michail-Alexandros
Kourtis(Institute of Informatics
and Telecommunicationlational
Centrefor ScientifidResearch
G 5SY2 | SkdredCGostas
VassilakigUniversityof
PeloponneseGreecepnd
Anastasio¥Kourtis(Institute of
Informaticsand
Telecommunicationklational
Centrefor ScientifidResearch
G5SY2| Skdted 4 ¢

Towardsan Automated
RecognitionSystemfor Chat
basedSocialEngineeringAttacks
in EnterpriseEnvironments
NikolaosTsinganos(seorge
SakellariouPanagiotig-ouliras
and loannisMavridis(Universityof
Macedonia,Greece)

IWOCCTN
CyberOrganizedCrimeand
Terrorism

SessiorChair:
Matteo Bonfanti,

ETHCenterfor SecurityStudies

Switzerland

LectureHallD (121)
Conceptualizinghe Digital
TAKEDOWIRIlatformsfor
SupportingFirstLine-
Practitionersand Law
EnforcementAgencies
FlorianHuber, (SYNYGmbH,
Austria)

Cybercrimeand Organized
Crime
Véaclawirovskyand Andrej
PastorelCzectrechnical
University CzechRepublic)

TheAWIDand TAKEDOWN
PreventionApproach.The
Generationof a HolisticGood
PracticeModel for Prevention
of Radicalizationin YouthWork
KarinRainerMario Springnagel
and DianaSilvestru/Agencyfor
Europearintegrationand
EconomidevelopmentAustria)

SessionChair:tba

LectureHallE(122)
CYBECOSupportingCyber
Insurancefrom a
BehaviouralChoice
Perspective
Aitor CouceVieira,(ICMAT
Spain)

SISSDENAvoidingCyber
ThreatDetectionEvasion
Techniques
Edgarddvlontesde Oca,
(Montimage France)

CIPSEEEnhancingCritical
Infrastructure Protection
with Innovative SECurity
Framework
ChristianSchlehuber,
(DeutscheBahnAG
Germany)

CSAWARE Cybersecurity
Situational Awarenessand
Information Sharing
Solution

JuhaR6ning (OULY
Finland)

Detailed Prograng Monday, August 2, 2018

ARES-ullll
BestPaperSession

SessionChair:
Chrstian Doerr,
TUDelft,
Germany

LectureHallG(221)
SecureEquality Testing
Protocolsin the Two-Party
SettingMajid Nateghizad Delft
Universityof Technology,
Netherlands) ThijsVeugen
(TNONetherlands)Zekeriya
Erkinand Reginald_. Lagendijk
(Delft Universityof Technology,
Netherlands)

Android Authorship Attribution
ThroughStringAnalysis
VaibhaviKalgutkar Natalia
StakhanovaPaulCook and Alina
Matyukhina(Universityof New
BrunswickCanada)

Flashlight:A NovelMonitoring
Pathldentification Schemaéfor
SecuringCloudServices
HengzZhang(DEEDS&roup,
Departmentof Computer
ScienceTUDarmstadt,
Germany)RubenTrapero(Atos
Researcl& Innovation,Spain),
Jesud unaGarcia(TU
Darmstadt,Germany)jnd
NeerajSuri(TUDarmstadt,
Germany)




Detailed Prograng Monday, August 27, 2018

Identity and Acces<Control
for micro-serviceshased5G
NFVplatforms DanielGuija
and MuhammadShuaib
Siddiqui(i2CAT Spain

AugmentedDDoSMitigation with
ReputationScores

¢ 2 Ydalskyt 2 YR ©21 |
(Facultyof Information
TechnologyCTUn Prague,Czech
Republic)Martin ¢, + R ghp 1
Véclav. | NICESBDET.e.,Czech
Republic)

TheChallengeof Detecting
SophisticatedAttacks:Insights
from SOCAnalysts
OlusolaAkinrolabu,loannis
Agrafiotisand ArnauErola
(Universityof Oxford,United
Kingdom)

REDAlert - Useof Social
Media Forensicsn the
EarlyDetectionof Terrorist
Activities - European
ProjectREDAlert
Approach
SyedNaqvi,(Birmingham
CityUniversity UK

Truessec.eu Privacyand
CybersecurityTrust
Enhancind_abels
ManelMedina,(UPC
Spain)

15:30

16:00

CoffeeBreak

10



16:00

17:30

SGNSIII

SessiorChair:
WojciechMazurczyk,

WarsawUniversity of
Technology,
Poland

Lecture Hall F (220)

Towardsa 5G Security
Architecture: Articulating
Software-Defined Security
and Securityasa Service
GregoryBlanc(Institut
MinesTélécomTélécom
SudPariskrance)Nizar
Kheir(ThalesGroup,France),
DhouhaAyed(ThalesGroup,
France)VincentLefebvre
(TagesSASFrance)Edgardo
Montesde Oca(Montimage,
France)andPascaBisson
(ThalesGroup,France)

Anovel SelfOrganizing
Network solution towards
Cryptoransomware
Mitigation

Marco Antonio Sotelo
Monge,JorgeMaestreVidal
andLuisJavierGarcia
Villalba(Universidad
Complutensele Madrid,
Spain)

CyberTIMIlI
ThreatIntelligenceSharing

SessiorChair:
Marcin Przybyszewski,
ITTI,

Poland

LectureHallC(120)

Mission-CentricRiskAssessment
to Improve CyberSituational
Awareness
FranklinSilvaand PaulJacob
(AthlonelT, Ireland)

TheMouseworld,a Security
TrafficAnalysisLabBasedon
NFV/SDN

Antonio Pastor(Telefonicd+D,
Spain) Alberto Mozo Velasco
(UniversidadPolitécnicade
Madrid, Spain) DiegoR.Lopez,
Jesud uisFolgueira(Telefonica
I+D,Spainjand GeorgiogGardikis
(SpaceHellasS.A. Greece)

Risksof SharingCyberincident
Information
AdhamAlbakri(Universityof
Kent,UK),EerkeBoiten(De
Montfort University,UK)and
Rogériode Lemog(Universityof
Kent,UK

IWOCCTNI
CyberSecurity

SessiorChair:
AndreaTundis,
TechnischeUniversitat
Darmstadt(TUDA),
Germany

LectureHallD (121)

Challenge®f Cryptocurrencies
Forensicg; A CaseStudyof
Investigating,Evidencingand
ProsecutingOrganised
Cybercriminals
SyedNagqvi(BirminghamCity
University UK)

EnhancingCyberSecurityby
Safeguardingnformation
Privacy:the EuropeanUnionand
the Implementationof the & 5 |
Protectionby 5 S & AABpfoéch
Matteo E.Bonfanti(ETHCenter
for SecurityStudies Switzerland)

A Reviewof Network
VulnerabilitiesScanninglools:
Types,Capabilitiesand
Functioning
AndreaTundis(TUDarmstadt,
Germany)WojciechMazurczyk
(WarsawUniversityof
TechnologyFacultyof Electronics
andInformationTechnology,
Institute of Telecommunications,
Poland)and Max Mihlhauser(TU
Darmstadt,Germany)

Detailed Prograng Monday, August 2, 2018

ECoSHI

SessiorChair:tba

LectureHallE(122)

ARIES Architecturefor a Reliable
Europeanldentity Ecosystem
JorgeBernal,(Universityof Murcia,
Spain

LIGHTest LIGHTesAutomated
TrustVerification
JonShamah(EEMEAUK)

CREDENTIADesignand
Implementation of Privacy
FriendlyWeb-Based
Authenticationin CREDENTIAL
KrennStephan Austrianinstitute
of TechnologyAIT)

FutureTrust- FutureTrust
Extendingthe eIDASReach
JonShamah(EEMEAUK)

SPECIALNew Waysfor Informed
Consentand TransparencyJnder
the GDPRwith Technical
Specifications
HaraldZwingelberg(ULD
Germany

LEPS

ARES-ulllll
Software Security

SessiorChair:
AlexanderAigner,
Universityof Applied
SciencedJpperAustria,
Austria

LectureHall G (221)

DiscoveringSoftware
VulnerabilitiesUsingData
flow Analysisand Machine
Learning

JorritKronjee Arjen
HommersomandHarald
Vranken(OpenUniversityof
the NetherlandsNetherlands

SpeedingJp BugFinding
usingFocusedruzzing
UlIf Kargénand Nahid
Shahmehr{Link&ping
University Sweden)

HYDRAHypothesisDriven
RepairAutomation
ParthaPal,Brett Benyo,
ShaneClarkand AaronPaulos
(RaytheorBBN,USA

11



Detailed Prograng Monday, August 27, 2018

SDNbasedMitigation of
ScanningAttacksfor the 5G
Internet of RadioLight
System
KrzysztofCabajMarcin
GregorczykWojciech
MazurczykPiotr
Nowakowskand Piotr

As NI @varsaiUniversity
of TechnologyPoland)

Hunting ObservableObjectsfor
Indication of Compromise
ArnoldSykoschMichaelMeier
and Marc Ohm(Universityof
Bonn,Germany)

17:30

17:40

Roomswitch

12



17:40

18:40

5GNSIV

SessiorChair:
KrzysztofCabaj,
WarsawUniversity of
Technology,
Poland

Lecture Hall F (220)
DetectingWorkload-based
and Instantiation-based
EconomidDenialof
Sustainabilityon 5G
environments
JorgeMaestreVidal,Marco
Antonio SoteloMongeand
LuisJavierGarciaVillalba
(UniversidadComplutensele
Madrid, Spain)

Frameworkfor Security
EventManagementin 5G
Iris Adam(NokiaBellLabs,
GermanyjyndJingPing
(NokiaSoftware,China)

CyberTIMV

SessiorChair:
Dr. SheikhMahbub
Habib,
Continental AG,
Germany

LectureHallC(120)
Keynotell: Prof.Dr.
HervéDebar(Telecom
SudParisFrance
Reasonin@About Alert
Formats:a Comparative
Study

Closingof CyberTIM

SECPID

SessiorChair:
StephanKrenn,

AITAustrianInstitute of Technology,

Austria

17:4019:10

LectureHallD (222
FingerprintRecognitionon Mobile
DevicesWidely Deployed,Rarely
Understood
FarzanelKaregarJohnSéren
Petterssorand SimoneFischer
Hubner(KarlstadUniversity Swedei

Keysin the Clouds:Auditable Multi -
DeviceAccesgo Cryptographic
Credentials
ArsenyKurnikov,AndrewPaverd
(Aalto University Finland),
MohammadMannan(Concordia
University CanadajpndN. Asokan
(Aalto University Finland)

Definitionsfor Plaintext-Existence
Hidingin CloudStorage
ColinBoyd,GarethT. DaviesKristian
GjgsteenNorwegianUniversityof
Scienceand TechnologyNorway),
HavardRaddum(SimulaResearch
LaboratoriesNorway)and Mohsen
Toorani(Universityof Bergen,
Norway)

Detailed Prograng Monday, August 2, 2018

SessiorChair:
StefanSchauey
AITAustrian Institute of
Technology,
Austria

17:30:19:10

LectureHallH (222)
An Overviewof the SAURON
Project
StefanSchauef AITAustrian
Institute of TechnologyAustria)

An EventCorrelationEnginefor
CyberPhysicalnfrastructures
NicolasMuseux,(Thales France)

ThreatPropagationfor Identifying
Cascadindg:ffects
SandraKonig,(AlTAustrianinstitute
of TechnologyAustria)

SAURONCaseStudyof Port of
Piraeus
ChristosDouligeris(Universityof
PiraeusGreece)

LegalAspectsof Situational
Awarenesaunder GDPRandthe NIS
Directive
Plixavravogiatzoglou(KULeuven
Belgium)

ARES-ulllV - Network

Securityand Monitoring |

SessiorChair:
PaulSmith,

AlTAustrian Institute of

Technology,
Austria

LectureHallG (221)
A Frameworkfor

Monitoring Net Neutrality

Wilfried Mayer (SBA

ResearchAustria) Thomas

Schreiber(TUWien,

Austria)and EdgaWeippl

(SBAResearchAustria)

TheOther Sideof the
Coin:A Frameworkfor
Detectingand Analyzing
Web-based
CryptocurrencyMining
Campaigns
JulianRauchberger,
SebastiarBchrittwieser,
TobiasDam,RobertLuh,
DamjanBuhov,Gerhard
Potzelsberge(St.Polten
UAS Austria)and
HyoungshiclKim

(Sungkyunkwatyniversity,

SouthKorea)
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Detailed Prograng Monday, August 2, 2018

Fully-FeaturedAnonymous
Credentialswith ReputationSystem
KaiBemmannJanBobolz Henrik
Brocher,DenisDiemert,Fabian
EidenslukasEilers JanHaltermann,
JakobJuhnke BurhanOtour, Laurens
PorzenheimSimonPukrop,Erik
SchillingMichaelSchlichtigand
MarcelStienemeiel(Paderborn
University,Germany)

WelcomeReception/Dinner
Getataste of Hamburg suisineand culture at this year’SARE$eception.Fishbuns,localcraft beerandthe performance
of a shantychoirwill getyouin the mood for a greatconference Meetingpoint: 19:00in the foyer of the University
Meeting point: 19:00in the foyer of the University

19:15: OpeningAnja Diek ¢hief officer in the Hamburg Ministry of Science, ResearzhEqualities)
19:00 |19:30: Shanty Choir

C 20:00: DJane
21:30

14
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Detailed Prograng Tuesday, August 282018

09:00

10:30

TuesdayAugust28th, 2018

Trackl: ARES

LectureHall G (221)

ARES-ullV - Cryptography

SessiorChair:EdgariWeippl,
SBAResearchAustria

LectureHall G (221)
FinallyJohnnyCanEncrypt.But DoesThis
Make Him FeelMore Secure?
NinaGerber(KIT ,Germany)Verena
ZimmermannBirgitHenhap] Sinem
Emerdz TUDarmstadt,Germanyjgnd
MelanieVolkamer(KIT,Germany)

An Efficient CryptographyBasedAccess
ControlUsinglnner-ProductProxyRe
EncryptionScheme

MasoomehSepehrj MaryamSepehri
(Universityof Milan, Italy), Alberto
Trombetta(Universitadegli Studi

RSt t Q Lty atzdBExdestoDamiani
(KhalifaUniversityof Scienceand
TechnologyUnitedArabEmirates)

Non-Interactive KeyExchangdrom
Identity-BasedEncryption
OlivierBlazy(Universitéde Limoges,
France)nd CélineChevalie(ENSFrance)

Registration

Foyer

WelcomeMessage

Introductory Talkl: CriminalUseof
Information HidingInitiative ¢ An
Update
WojciechMazurczyk(Warsaw
Universityof Technology

Introductory Talkll: CUINGand CTI
(CyberThreatlIntelligence)
JartArmin (StichtingCUIng
Foundation,TheNetherland}

Keynote:Europol'sEuropean
CybercrimeCentre- a Networked
Approach
PhilippAmann,(EuropolEC3
Netherlands)

Keynote:Structured
Argumentationin Digital Forensic
Practice:Opportunity or Burden?
VirginiaN. L. Franqueira,
(Universityof Derby,UK)

Digital Forensicsn the Next Five
Years
LaoiseLucianoMateuszTopor,
IbrahimBaggiliand Frank
Breitinger(Universityof New
Haven,USA

DataModel for CyberSituation Awareness
JanakKomarkovaMartin HusakMartin

[ I Ol 2a@Dénielt 2 @1 Mladaryk
University CzectRepublic).

Integrating ThreatIntelligenceto Enhancean
h NB | y A linfoimat®n/Sacirity
Management
MathiasGschwandtne(LeopoldFranzens
Universityinnsbruck Austria),LukasDemetz
(Universityof AppliedScience&ufstein,
Austria),Matthias Gander(LeopoldFranzens
Universityinnsbruck Austria)and Ronald
Maier (Departmentof Information Systems,
Productionand LogisticdManagement,
Austria)

MAL (the Meta Attack Language)A Language
for DomainSpecificProbabilisticThreat
Modeling and Attack Simulation
PontusJohnsonRobertLagerstronand
MathiasEkstedt(KTHRoyallnstitute of
TechnologysSweden)
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Detailed Prograng Tuesday, August 282018

C CoffeeBreak
11:00
CDMAKEI
Keynote& Discussion
SessiorChair:
AndreasHolzinger MedicalUniversityGraz Austria
. Keynote:MachineLearningand Al for the Scienceg, TowardsUnderstanding
11:00 N
KlausRobertMiller,
1;:00 MachineLearningGroupTUBerlin,MPIfor Informatics,Saarbriickenand KoreaUniversity Seoul
LectureHal A
Abstract:In recentyears,machinelearning(ML)and artificial intelligence(Al)methodshavebegunto playa more andmore enablingrole in the sciencesandin industry.
In particular,the adventof largeand/or complexdata corporahasgivenriseto newtechnologicathallengesandpossibilitiesIn histalk, Muller will touch uponthe topic
of ML applicationsin the sciencesin particularin neurosciencemedicineand physics Hewill alsodiscusgossibilitiesfor extractinginformation from machinelearning
modelsto further our understandingby explainingnonlinear ML models. E.g.Machine LearningModels for Quantum Chemistrycan, by applyinginterpretable ML,
contribute to furthering chemicalunderstandingFinally Muller will briefly outline perspectivesandlimitations.
12:00 Lunch
q
13:15

16



13:15

14:45

AREF-ullVI
AnomalyDetection

SessionChair:CsillaFarkas,

Universityof South
Carolina,
USA

LectureHall G (221)
BehaviouralComparisorof
Systemdor Anomaly
Detection
Martin Pirker,Patrick
Kochbergeand Stefan
Schwandtel(St.PoltenUAS,
Austria)

ConvertingUnstructured
SystemLogsinto Structured
EventListfor Anomaly
Detection

Zongzd.i, SongFu,

Matthew Davidson
(Universityof north Texas,
United States) Sean
Blanchardand MichaelLang
(LosAlamosNational
Laboratory,United States)

StealthyAttackson Smart
Grid PMU State Estimation
SaritaPaudel(AITAustrian
Institute of Technology,
Austria), TanjaZseby
(ViennaUniversityof
TechnologyAustria)and
PaulSmith(AlITAustrian
Institute of Technology,
Austria)

Detailed Prograng Tuesday, August 282018

ChannelSteganalysis
Martin Steinebach
(FraunhoferGermany)

TowardsDerivingInsightsinto
DataHidingMethods Using
Pattern-basedApproach
WojciechMazurczyWarsaw
Universityof Technology,
Poland) SteffenWendzel
(WormsUniversityof Applied
Scienceand Fraunhofer=KIE,
GermanyjandKrzysztofCabaj
(WarsawUniversityof
TechnologyPoland)

Steganographyy Synthesis
CanCommonplacdmage
Manipulationslike Face
Morphing CreatePlausible
Steganographi€Channels?
ChristianKraetzerand Jana
Dittmann (Dept.of Computer
ScienceQtto-von-Guericke
UniversityMagdeburg,
Germany)

ForensicAPFS-ileRecovery
JonasPlum(SiemenAG,
GermanyjandAndreas
Dewald(ERNWResearch
GmbH,Germany)

Volatile Memory Forensics
AcquisitionEfficacy:A
ComparativeStudy Towards
AnalysingFirmwareBased
Rootkits
JacobTaylor,Benjamin
Turnbulland GideonCreech
(TheUniversityof NewSouth
Wales,Australia)

I KnowWhat YouDid Last
Summer:YourSmartHome
Internet of Thingsand Your
iPhoneForensicallyRatting
YouOut
GokilaDorai(FloridaState
University United States),
ShivaHoushmandSouthern
IllinoisUniversity,United
States)and IbrahimBaggili
(Universityof NewHaven,
United States)

Keynote
KasClark(National Cyker SecurityCenter,
Netherland}

CRUSOmDataModel for CyberSituation
Awareness

JanaKomarkovaMartin Husak,Martin

[ I Oh 2a@Dénielt 2 @1 Wdadaryk
University,CzectRepublic)

Integrating ThreatIntelligenceto
Enhanceanh NB I y A lInfotm&t®ry ¢
SecurityManagemenMathias
GschwandtnefLeopoldFranzens
Universityinnsbruck Austria),Lukas
Demetz(Universityof AppliedSciences
Kufstein Austria),Matthias Gander
(LeopoldFranzendJniversityinnsbruck,
Austria)and RonaldMaier (Department
of Information SystemsProductionand
LogisticdVlanagement Austria)

MAL (the Meta Attack Language)A
Languagdor Domain-Specific
ProbabilisticThreatModeling and Attack
SimulationPontusJohnsonRobert
Lagerstromand MathiasEkstedt(KTH
Royallnstitute of TechnologySweden)

A Modified Particle Swarm
Optimization Algorithm for
CommunityDetectionin
ComplexNetworks
AlirezaAbdollahpouri,Shadi
Rahimi(Universityof
Kurdistanran), Shahnaz
MohammadiMajd (Islamic
AzadUniversity Sanandaj,
Iran)and ChimanSalavati
(Universityof Kurdistan Jran)

Mouse TrackingMeasures
and Movement Patterns
with Applicationfor Online
Surveys
CatiaCepeda,JoaoRodrigues
Maria CamilaDias,Diogo
Oliveira(Faculdadale
Ciéncia® Tecnologia,
UniversidadéNovade Lisboa,
CaparicaPortugal),Dina
Rindlisbachenviarcus
Cheetham(University
HospitalZurich,Zurich,
SwitzerlandandHugo
Gamboa(Faculdadale
Ciéncia® Tecnologia,
UniversidadeNovade Lisboa,
CaparicaPortugal)
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Detailed Prograng Tuesday, August 282018

15:15

16:15

Protectingt I ( A Bayati 3

CoffeeBreak

ARES-ullVII
Securityandthe User

SessiorChair:
Melanie Volkamer,
Karlsruhelnstitute of
Technology
Germany

LectureHallG (221)

An EfficientMethod for
Health Data Privacy

Mark DanielsJohnRose
and CsillaFarkagUniversity
of SouthCarolinaUSA

InfluenceFactorson the
Quiality of UserExperience
in OSReliability: A
Qualitative Experimental
Study

DanielaYabe CaioAugusto
RodriguedDosSantos,Lucag
MirandaandRivalino
Matias(FederalJniversity
of Uberlandia Brazil)

TowardsDistributed
Network CovertChannels
DetectionUsingData
Mining-basedApproach
KrzysztofCabajWojciech
MazurczykPiotr
Nowakowskand Piotr

As NI @varsaty
Universityof Technology,
Poland)

GetMe Cited,Scotty!
Analysisof Academic
Publicationsin Covert
ChannelResearch
SteffenWendzel
(FraunhofeKIE Worms
Universityof Applied
Sciencegzermany)

BreakingDown Violence:A
Deeplearning Strategyto
Model and ClassifyViolencein
Videos
BrunoMalveiraPeixoto,
SandraAvila,ZanoniDiasand
AndersonRochaUniversidade
Estadualde Campinag;
Unicamp Brazil)

Digitally Signedand
PermissionRestrictedPDF
Files:a CaseStudyon Digital
Forensics
PatricioDominguesand Miguel
Frade(Instituto Politécnicade
Leiria,Portugal)

Investigatingthe Useof
OnlineOpenSource
Information asEvidencen
EuropeanCourts
YiChingLiao(Noroff University
CollegeNorway)

A Procesd-rameworkfor Stakeholderspecific
Visualizationof SecurityMetrics
TanjaHanauer(LeibnizRechenzentrurder
BAdW,Germany)WolfgangHommel
(Universitatder BundeswehMiinchen,
Germany) StefanMetzger(Leibniz
Rechenzentrurder BAdW,Germany and
DanielaP6hn(Fraunhofefinstitut fur
Angewandteund IntegrierteSicherheit,
Germany

SecurityWrapperOrchestrationin Cloud
AapoKalliola(NokiaBellLabs Finland),
Shankatal(Aalto University,FinlandKimmo
Ahola(VTTTechnicaResearclCentreof
Finland,Finland) lan Oliver(NokiaBellLabs,
Finland),YoanMiche (NokiaBellLabs Finland)
and TuomasAura(Aalto University Finland)

A SimulationToolfor Cascadindeffectsin
InterdependentCiriticalInfrastructures
StefanRassThomasGrafenauer(Universitaet
Klagenfurt,Austria),SandraKonigand Stefan
Schaue (Austrianinstitute of Technology,
Austria)

Knowledgecompilation
techniquesfor model-
baseddiagnosisof
complexactive systems
GianfrancaLamperti
(Universityof Brescia,
Italy), Marina Zanella
(Universityof Brescialtaly)
and Xiangfuzhao(Zhejiang
NormalUniversity China)

Recognitionof
Handwritten Characters
UsingGoogleFontsand
FreemanChainCodes
AlexieiDingli,Mark Bugeja
andDylanSeychell
(Universityof Malta,
Malta)
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Detailed Prograng Tuesday, August 282018

ARES-ullVIII
Network Securityand
Monitoring Il

SessiorChair:
ChibuikeUgwuoke,
TUDelft,
Netherlands

LectureHall G (221)
A Pyramidalbased
Model to Computethe
Impactof CyberSecurity
Events
¢ | GustavoGonzaleZAtos,

16:30
17:30 | Spain) JoseManuel
RubioHernanand
JoaquinGarciaAlfaro
(TéléconBSudParisCNRS
UMR5157SAMOVAR,
UniversitéParisSaclay,
France)
ToGather:Towards
Automatic Investigation
of Android Malware
CyberInfrastructures
ElmouateBillahKarbab
Karbaband Mourad
Debbabi(Concordia
University,Canada)

short CoffeeBreak

TowardsUtilization of
CovertChannelsaasa Green
Networking Technique
DanielGeisler
(FernUniversitaeinh Hagen,
Germany)Wojciech
MazurczylWarsaw
Universityof Technology,
Poland)and JoergKeller
(FernUniversitaein Hagen,
Germany)

EnhancecElectromagnetic
Sidechannel
Eavesdroppingittackson
ComputerMonitors
AsankaSayakkaraNhienAn
LeKhacand Mark Scanlon
(UniversityCollegeDublin,
Ireland)

SurveyingSecureSoftware
DevelopmentPracticesn
Finland
KalleRindell,JukkaRuohonen
(Universityof Turku,Finland)and
SamiHyrynsalm{Tampere
Universityof Technology,
Finland)

Challengesand Mitigation
Approachedor Getting Secured
Applicationsin a BigCompany
PawelRajba(Universityof
Wroclaw,Poland)

Software SecurityActivities that
Supportincident Management
in SecureDevOps

Martin Gilje Jaatun(SINTEF
Digital, Norway)

A ReferenceArchitecturefor the
ContainerEcosystem
MadihaSyedand EduardoB.
FernandeZFloridaAtlantic
University United States)

EvolutionOriented Monitoring
oriented to SecurityPropertiesfor
CloudApplicationsJamalToutouh,
Antonio Mufioz (Universityof
Malaga, Spain)and Sergio
NesmachnowUniversidadie la
Républica; Engineering~aculty,
Uruguay)

IWSECGhteractive Forum
DiscussionTrack

Dr. Antonio Mufioz, (Universityof
Malaga, Spain)

An Efficient Approachfor Extraction

Positiveand NegativeAssociation
Rulesin BigData
BemarisikéParfait,Ramanantsoa
Harrimannand TotohasinaAndré
(Laboratoirede Mathématiqueset
RQL y T 2 NBNBHEUniyelshes
RQ! y (i a Mbdagascaf) X

Field-Reliability Predictionsbasedon

StatisticalSystemLife CycleModels
Lukag-elsberge(CERN, MU

Munich, Austria),Dieter Kranzimdiller

(LudwigMaximilianUniversityof

Munich, Austria)and BenjaminTodd

(CERNSwitzerland)
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17:30

20:00

We will take you on an eveningHarbourCruise Experiencahe multifaceted Port of Hamburg,seeand learn aboutits

most interestingplaces.Our cruisewill take us through Hafencity,Speicherstad{dependingon the tide), watergates |

andcanals.

Meeting point: 17:30 in front of the University busesleaveat 17:40

Detailed Prograng Tuesday, August 282018
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Detailed Prograng Wednesday, August 292018

Time

Wednesday August29th, 2018

Trackl: ARES

LectureHallD (121)

08(:00 Registration
16:30 Foyer
AREXeynoteSession
SessionChair:EdgarwWeippl, SBAResearchAustria
Keynote:Innovationsin Permutation-BasedCrypto
Dr.JoanDaemen,
09:30 RadboudUniversity SecurityArchitectat STMicroelectronics
q
10-30 LectureHallA

Abstract:Imagineli K S N&ckciphers,A Gefsiif youtry:-) A (cryptographicpermutation canbe thought of asa blockcipher (like AESor DESithout a key (or with
afixedkeyif you prefer). Duringthe SHA3 competitionit becameclearthat permutation-basedhashinge.g.,by usingthe spongeconstruction,is superiorto blockcipher
basedhashing(asin MD5,SHA1 and SHA2). Byincludingakeyin the spongeinput, it canreadilybe usedfor messageauthentication(MAC)andby exploitingthe arbitrarily
long spongeoutput even for stream encryption. The duplex variant of spongewidens the spectrumto, among other, authenticated encryption and reseedable
pseudorandomgenerationand wasadopted by a dozensubmissiongo the CAESABompetition for authenticatedciphers.Thedisadvantageof the spongeand duplex
constructionsis that they are inherently serial. To addresshis, we introduceda fully parallelcounterpartof the sponge calledFarfalle.Clearly there is a lot goingon in
permutationbasedcrypto andthis talk will getyouup to date.

10:30

11:00

CoffeeBreak

21



11:00

12:30

ARES-ullIX - Automotive

SessionChair:
JoseManuel RubioHernan,
TélécomSudParisCNRIJMR
5157SAMOVARUniversité
ParisSaclay,

France

LectureHallD (121)
Attack GraphBased
Assessmenbf Exploitability
Risksin Automotive On-Board
Networks
Martin Salferand Claudia
Eckert(TechnicalUniversityof
Munich,Germany)

AnonymousChargingand
Billing of ElectricVehicles
DanielZelle,MarkusSpringer,
MariaZhdanovaand Christoph
Kraufl3(FraunhoferGermany)

Comparisorof DataFlow
Error Detection Techniquesn
EmbeddedSystemsan
EmpiricalStudy
VenuBabuThati(Katholieke
UniversiteitLeuvenBelgium),
JensVankeirshilcKKatholieke
UniversiteitLeuvenBelgium),
NielsPennemar(Televic
Healthcare Belgium) Davy
Pissoort(Katholieke
UniversiteitLeuvenBelgium)
and JeroenBoydens
(KatholiekeUniversiteit
LeuvenBelgium)

Detailed Prograng Wednesday, August 292018

Keynote:Steganographyn
the World of loT
AleksandraMileva,
(Universityof GoceDelcev,

MK)

SecurityThreatsand
PossibleCountermeasures
in ApplicationsCovering
Different Industry Domains
MusaSamaila,Jodo
SequeirosMario Freireand
Pedrolnacio(Instituto de
Telecomunica¢deand
Departmentof Computer
ScienceUniversidadela
Beiralnterior, Covilh,
Portugal)

Keynote:Realityof
Malware Author
Attribution
NataliaStakhanova,
(Universityof New
BrunswickCanada

Monitoring ProductSales
in DarknetShopsYork
YannikogFraunhofer,
Germany)AnnikaSchéfer
(TUDarmstadt,Germany)
andMartin Steinebach
(FraunhoferGermany)

loT Forensicildentification
and Classificatiorof
Evidencean Criminal
Investigations
FrancoiBouchaudGilles
Grimaudand Thomas
Vantroys(IRCICA CRIStAL
France)

Towarda Distributed Trust
Managementschemefor VANET
AmiraKchaouRymaAbass{SUPCOM,
Tunisia)and SihemGuemaraElFatmi
(HighSchoobf Communication,

{ dzLJQ mui¥ia)

ThereGoesYourPIN:Exploiting
SmartphoneSensorFusionUnder
Singleand CrosdJserSetting
DavidBerend(NanyangTechnological
University Singaporelniversityof
AppliedSciencedViesbaden,
RusselsheinGermany)BernhardJungk|
(Temasek aboratoriesat Nanyang
TechnologicaUniversity Singapore)
and ShivamBhasin(Temasek
Labs@NTUsingapore)

Towardsa PrivacyPreservingand
FlexibleSchemeor Assessinghe
Credibilityand the Accuracyof Safety
Message€xchangedn VANETS
OnsChikhaouiAidaBenChehida
DoussRymaAbassiand Sihem
GuemareaElFatmi(HigherSchoobf
Communicatior{ dzLJQ Tuhisia)

Buildinga KnowledgeBased
SummarizationSystemfor Text
DataMining
AndreyTimofeyevand BenChoi
(LouisianarechUniversity, USA)

SpanishTwitter DataUsedAsA
SourceOf Information About
Consumer~oodChoice
LuisGabrielMoreno Sandoval,
CarolinaSancheBarriga,
KatherineEspindolaBuitrago,
AlexandraPomareQuimbaya
and JuanCarlosGarciaDias
(PontificiaUniversidad
JaverianaColombia)

FeedbackMatters! Predicting
the Appreciationof Online
Articles: A Data-Driven
Approach
CatherineSotirakou(National &
KapodistrianUniversityof
Athens,Greece)Panagiotis
GermanakogSAPSE&amp;
Universityof CyprusGermany),
AndreasHolzinger(Medical
UniversityGraz Austria)and
ConstantinogVourlas(National
& KapodistrianUniversityof
Athens,Greece)

22


https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/
https://www.ares-conference.eu/conference-2018/keynote-speakers/

Detailed Prograng Wednesday, August 292018

14:00

15:30

Lunch

ARESShortl
Malware

SessiorChair:Johannes
Blémer, University of
Paderborn,Germany

LectureHallD (121)
An Investigationof a
DeepLearningBased
Malware Detection
SystemMohit Sewak,
SanjaySahayand
HemantRathore(BITS,
Pilani,Departmentof CS
& 1S,GoaCampus,
India)

Towardsthe Automatic
Generationof Low-
Interaction Web
ApplicationHoneypots
MariusMusch Martin
JohngTU
Braunschweig,
Germany and Martin
Harterich(SAPSecurity
Research(zermany)

LearningMalware
UsingGeneralized

Denialof-ServiceAttackson
LoRaWANEefvanEs,Harald
Vrankenand ArienHommersom
(OpenUniversityof the
NetherlandsNetherlands)

TowardsIn-Network Securityfor
SmartHomesMartin Serror,
Martin Henze(RWTHAachen
University, Germany) SachaHack,
Marko SchubgFHAachen
Universityof AppliedSciences,
GermanyjandKlausWehrle
(RWTHAachenUniversity,
Germany)

OnTrackof SigfoxConfidentiality
with Endto-EndEncryption
Radekl~ujdiak PetrPetr(Brno
Universityof TechnologyCzech
Republic)KonstantinMikhaylov
(Universityof Oulu,Finland) Lukas
Malina, PetrMlynek, JiriMisurec

RecentGranularComputing
Implementationsand its
Feasibilityin Cybersecurity
Domain Marek PawlickilUTP|
BydgoszcAoland) Michal
ChoraqITTILtd.,Poland)and
RafalKozik(Institute of
Telecommunication$)TP
BydgoszcAoland)

Determination of Security
ThreatClasse®n the basis
of Vulnerability Analysisfor
Automated Countermeasure
SelectionElenaDoynikova,
AndreyFedorchenkand Igor
Kotenko(St.Petersburg
Institute for Informaticsand
Automationof the Russian
Academyof Sciences
(SPIIRASRRussia)

A New Classificatiorf

PracticalPreciseTaint-flow Static
Analysisfor Android App SetsWilliam
Klieber,LoriFlynn,William Snavely
andMichaelZheng(CarnegieMellon
Univ, SoftwareEngineeringnstitute,
United States)

Detectionof ObfuscationTechniques
in Android Applications
AlessandrdBacciAlberto Bartoli
(Dipartimentodi Ingegneriae
Architetturag Universitadegli Studidi
Trieste Jtaly), FabioMartinelli

(Istituto di Informaticae Telematicag
ConsiglidNazionaledelleRicerche,
Pisa,ltaly), EricMedvet (Dipartimento
di Ingegneriae Architetturag
UniversitadegliStudidi Trieste |taly)
andFrancescMercaldo(lstituto di
Informaticae Telematicag Consiglio
NazionaledelleRicerchePisa,ltaly)

Tackling! y R NBNatiReQiBrary

A CombinedCNNand LSTM
Model for ArabicSentiment
AnalysisAbdulazizAlayba,Vasile
Palade Matthew Englandand
Rahatlgbal(CoventryUniversity,
UK)

Betweenthe Lines:Machine
Learningfor Predictionof
Psychologicalraits- a Survey
Dirk JohannRerand Chris
Biemann(Universityof
Hamburg,Germany)

LawStats- LargescaleGerman
CourtDecisionEvaluationusing
Web ServiceClassifier&eugen
Ruppert(Universityof Hamburg,
Germany)DirkHartung
(Buceriud.awSchoolGermany),
PhillipSittig, Tjorben
GschwanderLennart
RoénneburgTobiasKillingand

GraphKernelsKkhanh | andVojtechBlazekBrno Attacksagainstthe Cyber Malware with Robust,Efficientand | ChrisBiemann(Universityof
HuuTheDam(LIPNand | Universityof TechnologyCzech | PhysicalSecurityof Smart AccurateSimilarity MeasuresAnatoli | Hamburg,Germany)
UniversityParisDiderot, | Republic) Grids GhadaElbezHubertB. | KalyschMykolaiProtsenko Oskar

France)and Tayssir KellerandVeitHagenmeyer | Milisterfer and TiloMiller (Friedrich

Touili(LIPNCNR® Improved RNSBasedPRNGsAlan | (Karlsruhednstitute of AlexandefUniversitat

UniversityParis13, Michaels(VirginiaTech,United TechnologyGermany) ErlangenNurnberg-AU) Germany)

France) States)
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Detailed Prograng Wednesday, August 292018

15:30

16:00

16:00

17:20

17:30

23:00

Distributed and Cooperative

CoffeeBreak

ARES-ullX - CloudSecurity
SessiornChair:Sebastian
Schrittwieser, FH St. Polten,
Austria

LectureHallD (121)

Firewall/Controllerin Cloud
Environments
FerdaouKamounrAbid,
AmelMeddeb-Makhlouf,
FaouziZaraid b ¢ { Q/ h 4
9 b 9 ¢ QTuhisiajand
MohsenGuizan(ECE
Department,Universityof
Idaho,USA)

CloudArchitecturesfor
SearchableéEncryption
Johanne8lomerandNils
Loken(Universityof
PaderbornGermany)

OurConferenceDinnerc a highlightat ARE2018¢ will take placeright at the heart of Hamburg sistoricalport area.
Locatedat the centre of the Speicherstadtthe ExperiencéNarehousecombinescomfort with the flair of ancient
merchanttradition. After an aperitif you will getthe chanceto experienceHamburg”snost populartourist attraction,
the Miniature Wonderland.Thebiggestmodelrailwayexhibitionimpresseghroughlifelike sceneryof European

CorrelationPowerAnalysison the PRESENT
BlockCipheron an EmbeddedDevice
OwenLo,BillBuchananEdinburghNapier
University UK)and DouglasCarson(Keysight
TechnologiedJK)

AddingSaltto Pepper:A StructuredSecurity
Assessmenbver a HumanoidRobot

Alberto Giaretta(OrebroUniversitet,Sweden),
MicheleDe Donnoand NicolaDragoni(Technica
Universityof Denmark Denmark)

TowardsWirelessSecretkey Agreementwith
LoRaPhysicalayer
HenriRuotsalainer{St.PdltenUniversityof
AppliedSciencesiustria)and StepanGrebeniuk
(VACESystemtechniksmbH Austria)

SecureFixedpoint Divisionfor
HomomorphicallyEncryptedOperands
ChibuikeUgwuoke ZekeriyaErkinand
Reginald_agendijDelft Universityof
TechnologyNetherlands)

Attribute BasedContentSecurityand
Cachingn Information CentricloT
NurefsanSertbasSametAytac,Orhan
Ermis(BogaziclUniversity,Turkey)
GurkanGur(ZHAWZurichUniversityof
AppliedSciencesSwitherlandsand Fatih
Alagoz(BogaziclJniversity,Turkey)

Evidencddentification in Heterogenous
DataUsingClustering
HussanmMohammed,NathanClarkeand
FudongLi(Universityof Plymouth,UK)

ConferenceDinner & Miniature Wonderland

countries,the US replicaof HamburgAirport and muchmore.

Meeting point: 17:30in front of the University,busesleaveat 17:40

A Multi -DeviceAssistiveSystemfor
Industrial MaintenanceOperations
Mario Heinz HiteshDhimanand Carsten
Rocker(Universityof AppliedSciences
OstwestfaleALippeq Institute Industrial
IT,Germany)

FeedbackPresentationfor Workersin
Industrial Environmentsg Challenges
and Opportunities

Mario Heinzand CarstenRocker
(Universityof AppliedSciences
OstwestfaleALippeq Institute Industrial
IT,Germany)
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Detailed Prograng Thursday, August 302018

09:30

11:00

Trackl: ARES

LectureHallD (121)

ARESShortll
Monitoring

SessionChair:Christian
Doerr, TUDelft, Netherlands

LectureHallD (121)
Assessingnternet-wide
CyberSituational Awareness
of CriticalSectorsMartin
Huséak(MasarykUniversity,
CzechlRepublic)Nataliia
NeshenkoMorteza Safaei
Pour,EliasBouHarb(Florida
Atlantic University United
StatesjandPavel? St S R ||
(MasarykUniversity,Czech
Republic)

SpreadingAlerts Quietly:
New Insightsfrom Theory
and PracticeOlivierBlazy
(Universitéde Limoges,
France)and CélineChevalier
(ENSFrance)

Thursday August30th, 2018

Registration
Foyer

Recoveryof EncryptedMobile
DeviceBackupdrom Partially
TrustedCloudServersOmid
Mir, ReneMayrhofer,Michael
Holzland ThankBinhNguyen
(Institute of Networksand
SecurityJohanneXepler
University Austria)

ReputationBasedSecurity
SystemFor EdgeComputing
FrancidfNwebonyi,Rolando
Martins (Universityof Porto,
Portugal)and Manuel E.Correial
(CRACS/INESECPCC/FCUP,
Portugal)

New Authentication Concept
UsingCertificatesfor BigData
Analytic ToolsPaulVelthuis
(FraunhoferSIT Netherlands),
Marcel Schaferand Martin
SteinebachFraunhofelSIT,

Germany)

Mission-CentricAutomated Cyber
RedTeamingSuneeRandhawa
(Defencesciencend Technology,
Departmentof Defence Australia),
BenjaminTurnbull,Josephyuen
(TheUniversityof NewSouth
Wales,Australia)and Jonathan
Dean(Defencesciencend
TechnologyDepartmentof
DefenceAustralia)

wl y &2 Y EhriyNtgation
MechanismsRutaMussaileb Nora
CuppengIMT-Atlantique,France)
JeanLouisLanet(INRIAFrance),
HeleneBouder(IMT-Atlantique,
France)BenjaminBouget(DGA,
France)and AurelienPaliss€INRIA
France)

Keynote- Usable
Privacy&SecurityPreserving
Servicesn the Cloud
SimoneFischeiHUbner,
(KarlstadUniversity Sweden)

TheUsercenteredPrivacy
aware Control System
PRICONAnN Interdisciplinary
Evaluation

JonasWalter, Bettina
Abendroth(TUDarmstadt,
Germany)Thilovon Pape
(Universitéde FrancheComté,
France)ChristianPlappert
Danielzelle, ChristophKrauf3
(FraunhoferGermany)
GundulaGagzow
(Unabhangiges
Landeszentrunfiir
DatenschutziGermanyyand
HendrikDecke(Volkswagen,
Germany)

KeynoteRandyGoebel
(Universityof Alberta,
Canada)

ExplainableAl: the New 427?
AndreasHozinger(Medical
University,Austriaand Peter
KieseberdSBAResearch,
Austria)

A RuleExtractionStudy
Basedon a Convolutional
NeuralNetwork
GuidoBologna(Universityof
AppliedScienceaind Arts of
WesternSwitzerland,
Switzerland)
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Detailed Prograng Thursday, August 302018

A ReactiveDefenseAgainst
Bandwidth AttacksUsing
LearningAutomata Nafiseh
Kahanid v dzS Gnyoedisty,
CanadapndMehranFallah
(AmirkabirUniversityof
Technologylran)

Evaluationof Machine
LearningbasedAnomaly
DetectionAlgorithmson an
Industrial Modbus/TCPData
Set

SimonDuqueAnton, Suneetha
Kanoor,DanielFraunholzand
HansDieter Schotten
(Deutschegorschungszentrum
fur KiinstlichdntelligenzGmbH,
Germany)

A GDPRComplianceModule for
Supportingthe Exchangeof
Information between CERTs

Otto Hellwig(SBAResearch,
Austria),GeraldQuirchmayr
(Universityof Vienna,Austria),
Walter Hétzendorfer(Research
Institute AG& CoKG,Austria),
ChristofTschoh(Researclnstitute
AG& CoKG,Austria),EdithHuber
(DanubeUniversityKrems Austria),
FranzVock(FederalChancellery,
Austria),FlorianNentwich(IKARUS
SecuritySoftware Austria),Bettina
PospisilDanubeUniversityKrems,
Austria),Matthias Gusenbauer
(SBAResearchAustria)and Gregor
Langner(Universityof Vienna,

Austria)

11:00

11:30

CoffeeBreak
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ARESShortlll
Attacksand Mitigation

SessiorChair:JoseManuel Rubio
Hernan, CNRSJMR5157
SAMOVAR Université Paris
Saclay
France

LectureHallD (121)

Detailed Prograng Thursday, August 302018

ATG:An Attack Traffic Generation| X.509Certificate Error Testing CryptSDLCEmbedding | UserPrivacyAttitudes EvaluatingExplanationsy
Toolfor SecurityTestingof In- DavidMcluskieand XavierBellekens| Cryptographic RegardingProximity Sensing | CognitiveValue
vehicleCANBus (AbertayUniversity, UK Engineeringnto Secure | HakanJonssor(Lund AjayChandemand Ramya
TianxiangHuang(Chonggqing SoftwareDevelopment | University SwedenpandCarl | Srinivasar{FujitsuLabsof
Universityof Postsand Evaluatingthe Degreeof Securityof | Lifecycle MagnusOlsson(Malmé America,USA)
Telecommunicationg;hina) a SystemBuilt UsingSecurity ThomasdLortinserAlIT University Sweden)
11:30 JianyingZzhou(Singapore Patterns Austrianinstitute of Measuresof Model
: Universityof Information Systems| EduardoB. FernandeZFlorida TechnologyAustria), Critical Analysisof LPL Interpretability for Model
13500 Technologyand Design) Atlantic University USA, Nobukazu | Thomad.anger accordingto Articles12-14 | Selection
YoshiokgNationallnstitute of (Universityof Lausanne, | of the GDPR AndréM. Carrington,Paul
Technologyand Design, Informatics,JapanjandHironori Austria),HenrichC.Pdhls| Armin Gerland Dirk Pohl FieguthandHelenChen
Singapore)and AndreiBytes Washizak{WasedaJapar) andLeonSell(University | (UniversitatPassauGermany) (Universityof Waterloo,Canada
(SingapordJniversityof of PassauGermany)
Technologyand Design, Attack Difficulty Metric for Privacyand DRM Regularinferenceon Artificial
Singapore) Assessmenbf Network Security Architectural Solutions | Requirementsfor Neural Networks
PreetamMukherjee and Chandan | to Mitigate Security CollaborativeDevelopment | FranzMayr and SergioYovine
[ S &lpékour L 2 ¢Hend: Mazumdar(JadavpuiJniversity, Vulnerabilitiesin of Al Applications (UniversidadORT Uruguay)
ARMVZM Under (fault) Attacks | India) Software Systems VidaAhmadiMehri, Dragos
Sebanijilak.BukasaRonan PriyaAnandand Ilie and Kurt Tutschku Creativelntelligencec
LashermeslJeanLouisLanetand | Robustnesd$stimationof JungwooRyoo(The (Blekingdnstitute of Automating CarDesignStudio
AxelLegay(TAMISNRIARBA, Infrastructure Networks: Onthe Pennsylvani&tate TechnologySweden) with GenerativeAdversarial
France) Usageof DegreeCentrality University USA Networks (GAN)
SebastiaWwandeltand XiaogianSun SreedhaRadhakrishnariyarun
EnterpriseWLANSecurityFlaws: | (BeihandUniversity,China) BharadwajVarunManjunath
CurrentAttacksand Relative and RamamoorthySrinath(PES
Mitigations University India)
MohamedAbo-Solimanand
MarianneAzer(Nile University,
Egypt)
11340(%C Lunch

27



Detailed Prograng Thursday, August 302018

ARESShortIV
SecurityPractices

SessiorChair:
Martin Husak,
MasarykUniversity,
CzechRepublic

LectureHallD (121)

What are SecurityPatterns?A FormalModel for Securityand Designof TopologicalCharacteristicof ngital Modelsof GeologicalCore
Software RustemGilmanoWOOGa D | T LINB ¥ yREisia)lskanderTaymanoy(St. Petersburg
AnikaBehrengUniversityof Bremen Germany) StateUniversity Russia)AlexanderKalyuzhnyukPeterthe GreatSt.Petersburg

PolytechnidJniversity Russiapnd AndreyYakovleOOO& D I T LINE ¥ yRadsia)
A Nlp-basedSolutionto Preventfrom PrivacyLeaksin SocialNetwork Posts

14:00 | GerardoCanforaAndreaDi Sorbo,EnricoEmanueleSaraForootaniand OnaNew Method to Build GroupEquivariantOperatorsby Meansof Permutants
G CorradoA. VisaggiqUniversityof SannioJtaly) Francesc&CamporesiPatrizioFrosiniand NicolaQuercioli(Universityof Bologna ltaly)
15:30
In SecureConfigurationPracticesof WPA2EnterpriseSupplicants ShortenedPersistentHomologyfor a BiomedicalRetrievalSystemwith Relevance

Alberto Bartoli (Universitadegli Studidi Triesteg DEEI|taly), EricMedvet (DI3| Feedback

¢ Universityof Trieste Jtaly), FabianoTarlao(Departmentof Engineeringand | AlessiaAngeli,MassimoFerri, EleonoraUniversityof Bologna,ltaly), and lvanTomba
Architecture Universityof Trieste,It) and AndreaDe Lorenzo(Universityof (CaMi srl, Italy)

Triesteg DIA, Italy)

15:30 Shortcoffee break

15:45
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Keynotes

Keynotes
AREXeynoteSpeaker

Adrian Perrig
ETHzZurich,Switzerland

Keynote:A Next-generationSecurelnternet for the 21stCentury
Monday,August27,2018,10.30¢ 11.30;LHA

_ Abstract The Internet has been successfubeyondeventhe most optimistic expectations.lt

\ permeatesandintertwineswith almostall aspectof our societyandeconomyThesuccessf the
Internethascreateda dependencyncommunicatiorasmanyof the processesinderpinninghe foundationsof modernsociety
would grind to a halt shouldcommunicationbecomeunavailable Howevermuchto our dismay,the currentstate of safety
andavailabilityof the Internetis far from commensuratagivenits importance.

Althoughwe cannotconclusivelgleterminewhat the impactof a 1-day,or 1-weekoutageof Internetconnectivityon oursociety
would be, anecdotalevidencendicatesthat evenshort outageshavea profoundnegativeimpacton society,businessesand
government.Unfortunately, the Internet has not been designedfor high availability in the face of maliciousactions by
adversaries.Recentpatchesto improve Internet security and availability have been constrainedby the current Internet
architecture businessnodels,andlegalaspectsMoreover there are fundamentaldesigndecision®f the currentinternetthat
inherentlycomplicatesecureoperation.

Giventhe diversenature of constituentsin today's Internet, anotherimportant challengeis how to scaleauthenticationof
entities(e.g.,ASownershipfor routing, nameserverdor DNSpr domainsfor TLSJo a globalenvironment.Currentlyprevalent
PKImodels(monopolyand oligarchy)do not scalegloballybecausemutually distrustingentitiescannotagreeon a singletrust
root, and becauseeverydayuserscannotevaluatethe trustworthinessof eachof the manyroot CAsn their browsers.

Toaddresgheseissueswe proposeSCIONa next-generationinternetarchitecturethat is secure available,and offersprivacy
by designithat providesncentivedor a transitionto the newarchitecture;andthat considergeconomicand policyissuesat the
designstage.We haveimplementedSCIONnd deployedit in the productionnetworksof severallSPs.

Adrian Perrigis a Professorat the Departmentof ComputerScienceat ETHZuUrich,Switzerlandwhere he leadsthe network
securitygroup.Heis alsoa Distinguished-ellowat CyLaband an AdjunctProfessorof Electricaland ComputerEngineering,
and Engineeringand PublicPolicyat CarnegieMellon University.From2002to 2012, he was a Professorof Electricaland
Computer Engineering,Engineeringand Public Policy, and Computer Science(courtesy)at CarnegieMellon University,
becomingFull Professorin 2009.From2007to 2012, he servedasthe technicaldirector for CarnegieMellon's Cybersecurity
Laboratory(CyLab)HeearnedhisMSand PhDdegreesn ComputerSciencdrom CarnegieMellon University,andspentthree
yearsduringhisPhDat the Universityof Californiaat Berkeley HereceivedhisBSalegreein ComputerEngineeringrom EPFL.
Adrian'sresearchrevolvesaroundbuilding securesystems-- in particularhis groupis workingon the SCIONsecurelnternet
architecture.

Heis arecipientof the NSFCAREE&wardin 2004,IBM faculty fellowshipsin 2004and 2005,the Sloanresearchfellowshipin
2006,the Security7 awardin the categoryof educationby the Information SecurityMagazinein 2009,the BenjaminRichard
Teareteachingaward in 2011,the ACMSIGSA®utstandinglnnovation Award in 2013.He is an IEEEseniormemberand
becamean ACMFellowin 2017.
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Keynotes

Dr. JoanDaemen
RadboudUniversity SecurityArchitectat STMicroelectronics

Keynote:Innovationsin permutation-basedcrypto
' WednesdayAugus 29, 2018 09.30¢ 10.30,LHA

Abstract Imaginethere'snoblockciphersit's easyif youtry:-) A (cryptographicpermutationcan

= pethought of asa blockcipher(like AESor DESwithout a key (or with a fixed keyif you prefer).
During the SHA3 competitionit becameclear that permutationbasedhashing,e.g., by usingthe spongeconstruction,is
superiorto blockcipherbasedhashing(asin MD5, SHA1 and SHA2). Byincludinga keyin the spongeinput, it canreadilybe
usedfor messageauthentication(MAC)and by exploitingthe arbitrarily long spongeoutput evenfor streamencryption.The
duplexvariant of spongewidensthe spectrumto, among other, authenticated encryptionand reseedablepseudorandom
generationand was adoptedby a dozensubmissionso the CAESABompetitionfor authenticatedciphers.Thedisadvantage
of the spongeand duplex constructionsis that they are inherently serial. To addressthis, we introduceda fully parallel
counterpartof the sponge calledFarfalle.Clearly thereisalot goingonin permutationbasedcryptoandthis talk will getyou
upto date.

JoanDaemenis professorat RadboudJniversityaswell ascryptographerand securityarchitectat STMicroelectronicsandin
hiswork asa symmetriccryptographyexperthe hasdesigneda variety of block ciphersoverthe past25years.Dr. Daemenis
probablybest known for his work on the Rijndaelcipher,which was selectedasthe AdvancedEncryptionStandard(AES)n
2001.Healsoco-invented Spongefunctionsand specificallythe Keccakhash,whichin 2012hasbeenchosento becomethe
new SHA3 hashfunction. JoanDaemen'svork isthus at the core of muchof the cryptographyand network securityprotocols
in usetoday,andin 2017he wasrecognizedor his contributionwith the LevchinPrizefor RealWorld Cryptography.

CDBDMAKEKeynoteSpeaker

Prof. Dr. KlausRobert MULLER
MachineLearningGroupTUBerlin,MPIfor Informatics,Saarbriickenand KoreaUniversity,
Seoul

Keynote:Machinelearningand Al for the sciences towards understanding
TuesdayAugust28,2018,11.00¢ 12.0Q LHA

Abstract In recentyears,machinelearning (ML) and artificial intelligence(Al) methodshave

begunto playa moreand more enablingrole in the sciencesndin industry.In particular,the adventof large and/or complex
data corporahasgivenriseto newtechnologicathallengesand possibilitiesin histalk, Miller will touchuponthe topic of ML

applicationsin the sciencesin particularin neurosciencemedicineand physicsHewill alsodiscusgossibilitiesor extracting

information from machinelearning modelsto further our understandingby explainingnonlinearML models.E.g.Machine
LearningModelsfor QuantumChemistrycan, by applyinginterpretableML, contributeto furthering chemicalunderstanding.
Finally,Muller will briefly outline perspectivesnd limitations.

KlausRobertMiiller studiedphysic{Master1989)andcomputersciencg PhD1992)in Karlsruhedid a Postdocat GMDFIRST
(19921994)and at the Universityof Tokyo(1994/95),then foundedthe Intelligent DataAnalysiggroupat GMDFIRST1995)
andbecameProfessolat the Universityof Potsdam(1999).Since2006he is MachineLearningProfessoiat TUBerlin;directing
the BernsteinCenterfor NeurotechnologyBerlin (-2014) and from 2014 co-directing the Berlin Big Data Center. He was
awardedthe OlympusPrizefor PatternRecognition1999),the SElAlcatelCommunicatiomAward(2006),the SciencePrizeof
Berlinby the GoverningMayor of Berlin (2014),the VodafonelnnovationsAward(2017).In 2012,he waselectedmemberof
the GermanNational Academyof Scienced eopoldina,n 2017 of the Berlin BrandenburgAcademyof Sciencesand alsoin
2017 externalscientificmember of the Max PlanckSociety Hisresearchinterestsare intelligent data analysisand Machine
Learningn the sciencegNeurosciencePhysicsChemistry).
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Keynotes

RandyGoebel
Universityof Alberta,Canada

Keynote:Integratingabduction,visualization,and explanationasa data
architecturefor Artificial Intelligence
ThursdayAugust30,2018,9.30¢ 11.00, LHC

Abstract: Theintegration of abduction,visualizationand explanationprovidesa fundamental
data architecurefor artificial intelligence(Al).Abductionhasbeendescribedhsconstrainednduction,whichprovideshe basis
for usingwhat is alreadyknownto focusthe synthesig both creationandadjustmentt of scientifictheories.Visualizatioris
inherentlyabouthowto appropriatelypresentinformationfor drawinginferencesy the humanvisualsystem Andexplanation
isat the heart of the scientificprocesswhich,in all its forms,isaboutconnectingheoriesand evidenceacrossa spectrumfrom
exposingelationshipshetweenobservationandtheory, all the way to exposingcausality We will attempt to createcoherence
aroundthesethree foundationalideas,showhow they canberelatedin both theoryand practice, by useof examplesof multi-
levelrepresentationghat canexploitAland machinelearningfor both humansand machines.

R.G.(Randy)Goebelis Professorof ComputingScienceat the University of Alberta, in Edmonton, Alberta, Canada,and

concurrentlyholdsthe positionsof AssociateVicePresidentResearchand AssociateVice PresidentAcademicHeis alsoco-

founder and principle investigatorin the Alberta InnovatesCentrefor Machine Learning.He holds B.Sc.M.Sc.and Ph.D.
degreesin computersciencefrom the Universityof ReginaAlberta,and British Columbiaandhasheld faculty appointments
at the Universityof Waterloo, Universityof Tokyo,Multimedia University(Malaysia) HokkaidoUniversity,and hasworked at

a variety of researchinstitutes around the world, including DFKI(Germany) ,NICTA(Australia),and NII (Tokyo),was most

recentlyChiefScientistat AlbertalnnovatesTechnologyutures Hisresearchnterestsincludeapplicationsof machinelearning
to systemsbiology,visualizationand web mining,aswell aswork on natural languageprocessingweb semanticsand belief

revision. He has experienceworking on industrial research projects in scheduling,optimization, and natural language
technologyapplications.
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Keynotes

AREEUSymposiumWorkshopKeynotes

Peter Schneider
NokiaBellLabs,Germany

Keynote:Wherewe are in 5GSecurity- from early requirementsuntil today
WorkshopsGNS2018,Monday,August27, 2018,11.45¢ 12.45 LHB

Abstract: 5G mobile networkswill haveto supporta variety of servicesjncludingcontrol of

critical infrastructures Industry4.0 factory communicatioror vehicularcommunicationThere
is no doubt that supreme,built-in securityis required for maintaining the availability and

integrity of the communicationnetwork and ensurethe dependabilitythat is essentialfor such missioncritical services.
Accordingly demandingsecurityrequirementshave beenraisedin early stagesof the conceptualwork. Sincethen, various
researchprojectsinvestigatedbGsecurityaspectsand standardizationis well on the way, with the first releaseof the 3aGPPBG

Systemmostly frozenin June2018. Thistalk will briefly revisit 5G securityrequirements give an overviewof what hasbeen

achieveduntil now, and point out someareasfor future 5Gsecurityresearch.

After receivinghisdiplomain mathematics Peterstarted his professionakareerat Siemensasa researchemon new software
architecturesForseveralyears,he worked on the researchand prototyping of innovativecommunicationsolutions.Later,he
becamea systemengineerfor the IPbasedmobile core network, workingon variousaspectsof the IPtechnology,in particular
on IP security, deep packetinspectionand IP network reliability. Since2007, he is focusingon network security research.
Currently,he is a seniorexpertfor mobile network securityin the SecurityResearcireamat NokiaBellLabs.In this position,
he hasbeeninvolvedin varioussecurityresearchprojectsincludingpublicly funded international projects.He haspublished
his researchresults at various conferencesand has given many invited talks and tutorials on network security topics. His
researchinterests include all aspectsof mobile network security, in particular security for programmable,cloud-based
networksandthe overallsecurityarchitectureof future 5Gnetworks.

KimKwang Raymond Choo
The University of Texas at San Antonio, USA

Keynote:Cyber Security Threat Intelligenc€hallenges and Research Opportunities
— \WorkshopCyberT IM2018,Monday,August27, 2018,11.45¢ 12.45,LHC

Abstract: Cyber threat intelligence and analytic is among one of the fastest growing
interdisciplinary fields of research bringing togethesearchers from different fields such as
digital forensics, political and security studies, criminology, cyber security, big data analytics,

b 7 machine learning, etc. to detect, contain and mitigate advanced persistent threats and fight
against organized cyrcrimes. In this presentation, we will discuss some of the challenges underpinning thié trates-
/multi-disciplinary field as well as research opportunities (e.g. how can we leverage advances in deep learning to better predic
cyber attacks?).

Bio: KimKwang Raymond Choo received the Ph.D. in Information Security in 2006 from Queensland University of Technology
Australia. He currently holds the Cloud Technology Endowed Professorship at The University of Texas at San Antonio (UTS.
and has a coudsy appointment at the University of South Australia. In 2016, he was named the Cybersecurity Educator of the
Year¢ APAC (Cybersecurity Excellence Awards are produced in cooperation with the Information Security Community on
LinkedIn), and in 2015 headA & G SIY g2y GKS S5A3IAGlIt C2NByairoda wSaSlk NDOi
ErlangeaNuremberg. He is the recipient of the 2018 UTSA College of Business Col. Jean Piccione and Lt. Col. Philip Piccic
Endowed Research Award for Tenured RgclESORICS 2015 Best Paper Award, 2014 Highly Commended Award by the
Australia New Zealand Policing Advisory Agency, Fulbright Scholarship in 2009, 2008 Australia Day Achievement Medallio
FYR . NAGAAK / 2YLJzi SNI { 2 OA S &&léw of thefAlisBalian CampeRSodiefy, an JEBE/ Senior S
Member, and an Honorary Commander of the 502nd Air Base Wing, Joint Base San-RatbBi@am Houston.
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Keynotes

Hervé Debar
Telecom SudParis, France

Keynote:Reasoning about alert formats: a comparatistudy
WorkshopCyberT IM2018,Monday,August27, 2018,17.40¢ 18.4Q LHC

Abstract: Intrusion detection sensors and SIEM platforms have been available for over a decade now.
While significant efforts have been realized to ensure communication betweentida tools and

: management platforms, one needs to acknowledge that no standard has prevailed at this time for
expressing alert information. In this presentation, we will analyze several relevant alert formats, describe their adweantages
drawbacks, ad provide hints for future situational awareness platforms.

Bio: | am a professor at Telecom SudParis, head of the Networks and Telecommunication Services department. My activity i
related to the area of Information and Communication Technology 8&3rity, including network and information systems
security. While | have been heavily involved in intrusion detection research in the past and am still conducting reskarch in
area, | am today focusing on Security Information and Event ManagemeM)(Siith an emphasis on automated threat
mitigation.
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Keynotes

Philipp Amam
U_..PDL_ EuropolEuropearCyberCrimeCentre(EC3)

BaRT &

MAKING
Keynote:EuropolEC3- Europol'sEuropeanCybercrimeCentre- a networked

approach
WorkshopCUIN@018, TuesdayAugust28, 2018,09.00¢ 10.3Q LHB

Abstract: Thereis a servicebasedundergroundindustrythat fuels cybercrime turning it into a growth businessn terms of
scopeand volumeof attacks,numberof victimsand economicdamage.Thiscallsfor a networked,intelligenceled, adaptive
and pro-activeresponsehat includedaw enforcementPrioritisedand coordinatedjoint actionsagainstthe keycyberthreats
supportedby adequatelegislationcanchangethe rulesof the gamebyincreasinghe risksfor cybercriminalandimposingreal
consequencegffectivepreventionand disruptionactivitiescanfurther tip the scaleso the detrimentof criminals.Themulti-
stakeholdemodeland networkedapproachusedby Europol'sEuropearCybercrimeCentreis a successfubxampleof howthis
canbe put in practiceby leveragingthe powerof the network.

Philipp Amannis the Headof Strategyof the EuropeanCybercrimeCentre(EC3)EC3Strategyis responsiblefor the delivery

of strategic,situationalandtacticalcyberrelated productssuchasthe Internet OrganisedCrimeThreatAssessmenflOCTA).
Otherkeyareasof responsibilityincludepreventionandawarenessputreach,stakeholdemanagementtrainingmanagement
andinternet governance.

Prior to joining the EC3 he held managementpositionswith the Organizationfor Securityand Cooperationin Europe,the

Organisatiorfor the Prohibitionof ChemicaWeaponsandthe InternationalCriminalCourt. Philipphasmore than 17 yearsof

relevant working experienceand handson skills in information and cyber security management, policy development,
combattingcybercrime glectronicevidencemanagementindthe analysisand managemenbf intelligence.He hasworkedin

variousfields,includingthe financialsector,globaldisarmamentand armscontrol, CBRNdaw enforcementandinternational
law. Heis alsoa memberof 9 b L {Per@anentStakeholdeGroupandthe programadvisoryboard of the CyberAkademie.
t KA f prafdssrmlexperienceis complementedby a PhDdegreeandaa I a (i &dt&®#m businessnformaticsfrom the

Universityof Vienna.He alsoholdsan MScin ForensicComputingand Cybercrimenvestigationfrom the UniversityCollege
Dublin.
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Keynotes

HasanYasar

Securd.ifecycleSolutionggroup SoftwareEngineeringnstitute, CarnegieMellon
University

Keynote:DevOpss the key for ContinuousSecurity:RMF,ATOand beyond
WorkshopSSR018,TuesdayAugust28, 2018,16.00¢ 17.30, LHF

Abstract Risld\ﬂanagemenﬂ:rarlheworl(RM Fr Authorityto Operate(ATO)sthe bottleneckfor continuousdeploymentvhen
it is not addressedautomatically. The only solution is being agile with DevOpsprinciples.Suchas communicationand
collaborationbetweenall stakeholdersszia automatedand integrated platform enables to addresdengthy RMF/AT(process,
sonewfeaturescanbedeployednto productionfasterwith highdegreeon security.Todo, the team mustidentifya continuous
monitoring approachto the securitycontrolswith automatedways of performingassessmentthroughout DevOpipeline.
Thistalk will describehow to overlaysRMFonto DevOpgipelineand taking an advantageof core DevOpsore principles(Cl,
CDJaC,automationandbeyond)asedonlessoriearnedexampleson SEI/CEREhgagementvith variousclientswho operates

at HighlyRegulatedEnvironments

HasanYasaris the technicalmanagerof the SecurelifecycleSolutionsgroup SoftwareEngineeringnstitute, CarnegieMellon
University.Hasaneadsan engineeringgroup on software developmentprocessesand methodologiesspecificallyon DevOps
practices,cloudtechnologiesand big data problemswhile providingexpertiseand guidanceto { 9 kli@nds.Hasanhasmore
than 25 & S | exfe@enceas senior security engineer,software engineer,software architect and managerin all phasesof
securesoftwaredevelopmentandinformation modelingprocessesHeis specializedn securesoftware solutionsdesignand
development experience in the cybersecurity domain including data-driven investigation and collaborative incident
management,network security assessmentautomated and large-scalemalware triage/analysis He is also Adjunct Faculty

memberin CMUHeinzCollageand Institute of SoftwareResearclwhere he currently teachesa { t&afe and{ S O dzhidkl (i & £
& 5 S @ Englaeerindgor Deploymentand Operationg ®

AleskandraMileva
Universityof GoceDelcevMacedonia

Keynote:Steganographyn the World of loT
Workshoplo-SECFOR)18,WednesdayAugust29, 2018,11.00¢ 12.3Q LHB

Abstract Steganographyasa subfieldof information hiding, is an art of hidinga messagen a
legitimate carrier, so that no one suspectst exists.Whenthe carrier is sometransmissionin
communicatiometworks,we speakabout network steganographyAndwhenwe havea communicationchannelthat canbe
exploitedby a procesgo transferinformationin a mannerthat violatesthe & & & i s@ctmgolicy,we speakaboutthe covert
channel.n thistalk, a recenttrendsand achievement®f network steganographyand covertchanneldn the world of Internet
of Thingsand CyberPhysicaBystemswill be presented.

AleksandraMileva is an associateprofessorand a vice deanat the Facultyof ComputerSciencelUniversityd D 2 &t 6rS @ ¢
~ (i Repbliof MacedoniaandHeadof the Laboratoryof computersecurityanddigitalforensics Shereceivedher PhDdegree

in ComputerSciencerom the Facultyof Natural Sciencesand MathematicsSkopje,"Ss.Cyriland Methodius" Universityin
Skopjein 2010. Her researchinterestsinclude: cryptography,network steganographycomputer and network security,loT
protocolsandsecurity,and digital forensics.Sheis a memberof the CriminalUseof Information Hiding(CUing)nitiative.
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Keynotes

Natalia Stakhanova
Universityof NewBrunswickCanada

Keynote:Realityof malware author attribution
WorkshoplWCQ018,WednesdayAugust29, 2018,11.00¢ 12.3Q LHE

Abstract: Sincethe first computervirus hit the DARPAetwork in the early 1970s,the security
communityinterestrevolvedaroundwaysto exposedentitiesof malwarewriters. Knowledgeof

the adversary'sdentity promisedadditional leverageto securityexpertsin their ongoingbattle againstperpetrators.At the

dawnof computingera,whenmalwarewritersand malicioussoftwarewerecharacterizedythe lackof experiencendrelative

simplicity,the task of uncoveringthe identities of viruswriters was more or lessstraightforward. Manual analysisof source
code often revealedpersonal,identifiable information embeddedby authors themselvesBut thesetimes have long gone.
Moderndays'malwarewriters extensivelyusenumerousmalwarecodegeneratorso massproducenew malwarevariantsand

employadvancedbfuscationtechniquego hidetheir identities.Asa resultthe work of securityexpertstrying to uncoverthe

identitiesof malwarewriters becamesignificantlymore challengingand time consumingWith introductionof moreand more

advancedobfuscationtechniguesand malware writing kits, we face the challengingquestiors: Is it evenfeasibleto reveal
adversary'sdentity?Inthistalk, we will explorethis questionin the contextof authorshipattribution researchWellestablished
in socialscienceauthorshipattribution offersa broad spectrumof techniqueghat allow author's characterizatiorbasedon

the analysisof the textual features of documentsand an author's writing style. Drawing analogy between literature and

softwaredomain,in this talk we investigateour ability to attribute malwarecode.

Natalia Stakhanovais the New Brunswickinnovation ResearchChairin CyberSecurityat the Universityof New Brunswick,
CanadaHerwork revolvesaroundbuildingsecuresystemsandincludesmobile security,loT security,software obfuscation&

reverseengineering,and malicioussoftware. Workingcloselywith industry on a variety of R&Dprojects, she developeda

numberof technologieghat resultedin 3 patentsin the field of computersecurity.NataliaStakhanovas the recipientof the

UNBMerit Award,the McCainYoungScholarAwardand the Anita Borglnstitute FacultyAward. Sheis a strong advocateof

Womenin IT and co-founder of CyberLaunctAcademy,an initiative that aimsto promote scienceand technologyamong
children.

VirginiaN. L.Franqueira
Universityof Derby,UK

Keynote:StructuredArgumentationin Digital ForensidPractice:Opportunity or Burden?
WorkshopWSDR2018, TuesdayAugust28, 2018,09:00¢ 10:30 LHD

\ Abstract Digital Forensi¢DF)practitionershaveto gathermassiveamountsof data from a diversity
of seizeddevicespnlineforumsand/or cloud storagefor the investigationof cyberenabledor cyberdependentcrimes.This
exponentiallygrowing volume,and increasingvariety and complexityof data involvedin singlecasesknownasa & 6 dath
problemin 5 C émposesnumerouschallenges For example,suchdata typically contains numerouspiecesof evidenceof
differenttypescollectedusinga variety of forensictools and techniquessuchas hard drive evidencemobile phoneevidence,
socialmediaevidencegvidencerom the crimesceneand evidencerom interviews.lt mostlyremainsup to DFinvestigators

to systematicallyeasonabouthowevidencef differenttypescanbelogicallyconnectecandhowtheyfit togetherinthe O I 4 S Q

& 6 RJN O (i amkRk @xploresthis problematicphenomenorand discussesvaysin which structuredargumentationcould
potentiallybe helpfulfor interpretation,reconstructiorand reporting of forensicargumentsto the Courtof Law.

Virginia Franqueirareceiveda Ph.D.in ComputerSciencgfocusedon Security)from the Universityof Twente(Netherlands)
in 2009,andaM.Sc.in ComputerSciencdfocusedon Optimization)from the FederalUniversityof EspiritoSanto(Brazil) Since
June2014,sheholdsa seniorlecturer positionin ComputerSecurityand Digital Forensicsat the Universityof Derby,UK.She
hasaround 40 publicationsrelated to Securityor Digital ForensicsHer researchinterestsinclude cybercrimeinvestigation,
image processingand reconstruction.Sheis a member of the British ComputerSocietyand fellow of The HigherEducation
Academy.
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Keynotes

SimoneFischerfHubner
KarlstadUniversity Sweden

Keynote:UsablePrivacy&SecurityPreservingServicesn the Cloud
WorkshopiPAT2018, Thursday30, 2018,09:30¢ 11:00 LHF

Abstract: Thispresentationwill presentend userperspectiveand HClrequirementsfor
Privacyenhancingservicesghat have beendevelopedfor the Cloudcontextwithin the
H2020projectPRISMACLOUDhefocuswill be on a SelectiveAuthenticExchange&ervicebasedon malleablesignaturesn an
eHealthusecase whichallowspatientsto selectivelydiscloseauthenticmedicaldata from a private cloudplatform to different
parties,aswell asthe configurationmanagemenbf the ARCHISTASRrvicebasedon secretsharingfor securelyarchivingdata
in the Cloud.Userstudieswith differenttypesof stakeholdersandtheir resultswill be presentedwhichshowin particularthat
even technicallyskilled usersrequire special HCIguidance.Moreover, also support for meeting legal and organizational
requirementss needed.

SimoneFischerHUbner hasbeena Full Professorat KarlstadUniversitysinceJune2000, where is the head of the Privacy&
Security(PriSecyesearchgroup. Shereceiveda DiplomaDegreein ComputerSciencewith a minor in Law(1988),anda PhD
(1992)and Habilitation (1999)Degreesn ComputerSciencgrom HamburgUniversity.Shehasbeen conductingresearchin
privacyand privacyenhancingechnologiedor morethan 30years.Sheisthe chairof IFIPNG11.6ond L RS/ iR IGiBS Y Sy (i ¢
the Swedish IFIP TC 11 representative, member of a { . Q &dnformation Security Advisory Board (MSB:s
informationssakerhetsradmemberof the ScientificAdvisoryBoardof Science&Europe ViceChairof IEEEBwederandhasbeen

an expertfor ENISAEuropearNetwork and Information SecurityAgency) Sheis partner in severalEuropearprivacyrelated
researchprojectsincludingthe EUH2020projectsPAPAYACREDENTIARISMACLOUBRd the EUH2020Marie CurielTN
Privacy&Usfor whichsheisalsothe scientificcoordinator.Moreover,shecoordinateshe SwedishT SecurityNetwork SWITS.

KasClark
National CyberSecurityCentre

Keynote:Building CTlat the national level
WorkshopWCTI TuesdayAugust 282018,13:15¢ 14:45,LHE

* Abstract: CyberThreat intelligence (CTl)is not a single product, but rather a wide

- spectrumof tools, processesknowledgeand, aboveall, closecollaborationwith trusted

~ — partners.In the Netherlandsthe National CyberSecurityCentre(NCSCjs working hard

. to build and improve its CTlcapabilities.As the ComputerEmergencyrResponse eam
(CERTT))r the Dutchnationalgovernmentand critical infrastructure we are responsibldor the increasinghe resilienceof our

digital society.Asthreats increaseand maliciousactorsimprovetheir skills,so too must we continueto grow our defensive
capabilities.One aspectof this is significantinvestmentto harnessthe benefitsof CTlby turning limited information into

actionableintelligence Thispresentationdescribeurrole in thisfield, the typesof questionsour CTiheedsto answer,aswell

asthe growth of our capabilitiesand researchin this area.

KasClarklivesandworksin The Hagueasa seniorresearcherfor the NationalCyberSecurityCentre(NCSCh divisionof the

DutchMinistry of Justiceand Security. TheNCS@vorkstogetherwith academiaandthe private sectorto alignefforts around
high priority areas of research.His current work focusseson improving the effectivenessof security teams through
multidisciplinaryresearchthat includesboth technicalandsocialaspectsAfter completinghisbachelor'sandmaster'sdegrees
in computer science he receiveda Ph.D.in computer sciencewith a specializationin distributed computingfrom the Delft

Universityof Technologyln addition, he hasservedon the editorial boardsof the IEEESecurity& Privacyand Platform for

Information Securitymagazines.
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SocialEvents

SocialEvents

Thisyearwe haveplanneda truly diversesocialprogramfor ARES&ind CDMAKE2018 We hope to seeyou all
there!

If youwantto comedirectlyto a socialevent (andyou are not usingthe organizedtransport) pleasecontactus at
the registrationdeskto find an appropriatemeetingpoint.

Monday, August27, 2018¢ WelcomeReception

Meeting point: 19:00in the foyer of the University

Getataste of Hamburg suisineand culture at this year’ SARE $eception.Fishbuns,localcraft beerandthe
performanceof a shantychoirwill getyouin the moodfor a greatconference.

SRR apgem AT U

L

ShantyChoirHHLMarﬁburg(SourceNorbertMuller)

‘& 7

TuesdayAugust28, 2018¢ Harbar Cruise

Meeting point: 17:30in front of the University,busesleaveat 17:40

On August28, 2018 we will take you on aneveningHarba Cruise Experiencehe multifacetedPort of Hamburg,
seeandlearnaboutits mostinterestingplaces Ourcruisewill take usthroughHafencity Speicherstadfdepending
onthe tide), watergatesand canals.

Harba Cruise(Resourcehttp://www.abicht.de/fleet/mb-iris-abicht)
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Social Events

Wednesday August29, 2018¢ ConferenceDinnerand Miniature Wonderland

Meeting point: 17:30in front of the University, busesleaveat 17:40

Our ConferenceDinnerc a highlightat ARER018¢ will take placeright at the heart of Hamburg” shistoricalport
area.Locatedat the center of the Speicherstadtthe ExperiencéNarehousecombinescomfort with the flair of
ancientmerchanttradition. After anaperitif youwill getthe chanceto experienceHamburg”snostpopulartourist
attraction, the Miniature Wonderland. Thebiggestmodelrailway exhibitionimpresseghrough lifelike sceneryof
Europearcountries,the US replicaof HamburgAirport andmuchmore.

ExperiencéVarehouse Miniature Wonderland

(ResourceNord EventGmbH) (Resourcehttps://presse.miniaturwunderland.de/download/)
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Venue Overview

VenueOverview

Coordinates:
https://www.google.at/maps/place/Universit%C3%A4t+Hamburg+ESA+West/@53.5509586,9.9716015,14z/data=!4m5!3m4!1s0x47b18f3¢c
be82f20d:0x3aa594a8a534d678!8m2!3d53.563195114d9.9877377
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Venue Overview
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Conference Venue

Conferencevenue

Address of the ARES 2018 Conference Venue
University of Hamburg, Main Building
EdmundSiemersAllee 1

20146 Hamburg

Germany

ARES 2018 and all collocated evesil take place in the buildings of the ESA campus of University of Hamburg,
which is located at Edmur8iemersAllee.

The venue is right in the heart of the city of Hamburg and in close walking distance (10 minutes) to beautiful
Binnenalster, a water basin surrounded by parks that is very popular with locals and visitors alike.

The ESA campus is wetinnected to public transporDammtor railway station which is served by local as well as
long-distance trains, is located right in front of the building (5 minutes walking distaneg)burg Airportcan be
reached within 30 minutes by city trains (departing evedyndinutes).
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RoomPlans
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Lunch Information & Menu; WIFI Information

Lunchlinformation & Menu

We will provideyou with a cateredlunchdirectly at the conferencevenue.Therewill be alunchand coffeebreakareaon
site.

Pleasdind the menubelow:

Monday, August27, 2018

Main Course Shreddedchicken chickpeacurry with minceyoghurtsauce rice with herbs
SideDishes Mixed salad(lettuce, vegetables)

Dessert; Mangomoussewith mangopuree,coconutrice puddingwith rhubarbsauce

TuesdayAugust28, 2018

Main Course; Chickenvegetablemix with greenasparagusratatouille with basilsauce gnocchi
SideDishes Mixed salad(lettuce, vegetables)

Dessert; Chocolatemincemousse pannacotta with strawberrypuree

WednesdayAugust29, 2018

Main Course; Corn poulardwith rosemaryjus, pointed cabbagewith nut potatoes,beetroot pilaf with peadip
SideDishes Mixed salad(lettuce, vegetables)

Dessert; Curdcreamwith red fruit pudding,stracciatellamoussewith forestberries

Thursday August30, 2018

Startersq Superfoodsaladgbulgurwith almonds,soya,couscousnincewith fried shrimp,quinoa)
Main Course; Shreddedchickenwith vegetablesand spaetzle vegetablelasagrma

Dessert; Vanillasoyapuddingwith berries,fruit skewers

WIFIInformation

Thereis WIFlavalableat the venueof ARER018: GUEST HE HAS WIF/
Asfor this & S | ¢eliference WIFI, we have a personalizedaccessfor each participant at
HamburgUniversity. Thecodeto connectto the WIFIcanbe found on your badge. f

Eduroamisalsoavailable.

WIFlin the city

Throughoutthe city there are variouspublicspotsthat offer free wifi servicessuchasfor instancethe passagédansevierteln
the city center, the shoppingmall HamburgetHofand manymore. Additionally there are free wifi serviceofferedin the
railways.If you are curiousaboutall the placesaroundyouthat offer free wifi servicesyou cancheckthem out by
downloadingthe wimanappin your Appstore.

More information canbe found here: https://www.wiman.me/germany/freewifi-hamburg
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Directions

Directions

Addressof the Conference/enue:
UniversitatHamburg
EdmundSiemersAlleel
20146Hamburg

Howto get from the ConferenceéVenueto the City Genter

DammtorRailwayStation

FromDammtor RailwayStationto HamburgHauptbahnhof(CentralRailwayStation)

Take
- Slindirectionof HamburgAirport to HamburgHauptbahnhof2 minutes)
- S3indirectionof HamburgNeugrabenStadeto HamburgHauiptbahnhof(2 minutes)
- S21lin directionof HamburgBergedortto HamburgHauptbahmho{2 minutes)

FromDammtor RailwayStationto RathausmarktCity Hall)
Take

- BusLine4 in directionof RathausmarkBrandstwieteto Rathausmark{7 minutes)
- BusLine5in directionof Hauptbahnhof/ZOBo Rathausmark{7minutes)
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Timetables Public Transport

How to get from the ConferenceéVenueto the City Center

FromDammtor RailwayStationto the HarborArea(St. PauliLandungsbriicken)

HamburgHarbourArea, St.PauliLandungsbriicken

Take

- BusLine4 in directionof Rathausmarkto Rathausmark{7 minutes).
Changeo the metro and take U3 from Rathausn direction of Barmbek(2}o Landungsbricke(b
minutes)

- BusLine 5indirectionof Hauptbahnhof/ZOBo Rathausmark{7minutes).
Changeo the metro and take U3 from Rathausn direction of Barmbek(2}o Landungsbricke(b
minutes).

- S2lindirectionof Elbgaustra3¢o Sternschanz€é2 minutes).
Changeo the metro andtake U3 from SternschanzéVesse)in the directionof WandsbeclGartenstadt
to Landungsbriicke(b minutes).

Sternschanz®letro Station
https://www.google.at/search?g=sternschanze+station&rlz=1C1GCEA_enAT765AT765&source=Inms&tbm=isch&sa=X&ved=0ahUKEwjFp!
G4sfvcAhXrsaQKH&5gQ_AUICygC&biw=1366&bih=631#imgrc=k4NISxGceFmeDM:
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Citymap of Hamburg

CityMap Hamburg
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Useful Information

Useful Information
TouristInformation EmergencyNumbers
HauptbahnhoHamburg Fireservice 112
gggggﬂa”eg Police 110
amburg Ambulancefrescue 112
+494030051707 Europearemergency 112
DrinkingWater
It is officially safeto drink tap water.
OpeningHours of Shopsin Hamburg v
o Hotel Vorbach
Shop opening hours may depend indicatively. Generally,shopping §  —

centers, and smallershopstend to have openinghours from 9:00 ¢
19:00from Mondayto SaturdayApartfrom smallmarkets,gasstation

and pharmacies(emergencyservice 24/7) everything tends to be
closedon Sundays.

Techniker
Krankenkasse (TK)
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About Hamburg

About Hamburg

Hamburgis the secondlargestcity of Germanywith a populationof roughly1.8 million people Thecity liesat the
core of the HamburgMetropolitan Regiornwhich spreadsacrossfour Germanfederal statesandis hometo more
than 5 million people.TheofficialnamereflectsHamburg'shistory asa memberof the medievaHanseatid.eague
a free imperial city of the Holy RomanEmpire a city-state and one of the 16 statesof Germany Situatedon the
river EIbe Hamburgis hometo Europe'ssecondlargestport anda broad corporatebase.

HamburgPort
PictureSourcewww.cruisemapper.com

Thecity of Hamburgwasoncebuilt on trade, survivedDanish PrussianFrenchand Nazirule, enduredfires, floods
and diseasesHamburgis one of the greenestcitiesin Europewith a numberof parks,botanicalgardens hature
reservesanddeepforests.FromRomanichurches& Jugendstimansiongo sleepmodernoffice buildings.Thank
Hamburg,think harbour! Hamburg smain waterway, the Elbeconnectsthe city to the North Sea.Piersfeature
spectaculaviewsand must-seehistoricwaterfront buildings.Someof the mustseesare: City Hall, Speicherstadt,
FischmarktLandungsbriickeandthe Elbphilharmonie.

Fischmarkt Elbphilharmonie
Sourcehttps://hamburgtourist.info Sourcewww.stern.de

Hamburghasan oceanicclimate,influencedby its proximity to the coastand marineair masseshat originateover
the AtlanticOceanThewarmestmothsare June Julyand August with averagehighsof 23 °C.Rainfallsthroughout
the year in Hamburg.The most rain falls during the 31 dayscenteredaround June30", with an averagetotal
accumulatiorof 2 inchesor 5cm.
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About Hamburg

TheQulinary Sde of Hamburg

Dueto its locationon the Elberiver andits proximity to the seathe regionalcuisinedoesfeaturealot of fishdishes
Besideof different herringdisheslike Matjes or BismarckheringGreenHerringo ¥ 3 Nde@aéhiyigfitesh, hencenot
marinated,fried or cured)is alsovery common.A main dish of Hamburgcuisinewhich originatesin the burgois
cuisine owes its developmentto the intensive trade with Portugal It features oxtail in Madeira wine and is
nowadaygather usedassoupcourseinsteadof the maindish

Likein anylargercity, Hamburgoffersa greatvarietyof snacksvith alocalor regionaltradition. Nextto the popular
fishsandwichesvhichare calledFischbrotchentoastedwhite breadwith small,brown shrimpsfrom the North Sea
called Krabbentoastis very popular either for breakfastor as a snackat lunchtime. Other popular snacksare
Currywurstwhichcomesin different stylesmadewith different kind of sausagespr Knackwurst

Typicalsweetdishesof the cuisineof Hamburgare Rote Griitzewith milk, vanillasauce vanillaice creamor liquid
cream,elderberry soup or Grofl3erHans(a flour dumpling eaten with cherry compote)and bread puddingwith
lemonsauce.

Fischbrétchen CurryWurst RoteGrutzewith milk
Sourcewww.bento.de Sourcewww.hamburg.mitvergnuegen.com Sourcewww.stellarash.com

Tourisminformation Hamburg

Hereare somewebsitesthat providefurther information and suggestiongor your stayin Hamburg

HamburgTourism https://www.hamburg.com/
HamburgTravel http://www.hamburg-travel.com/info/out-and-aboutin-hamburg/touristinfo-hotlines/
TripAdvisorhttps://www.tripadvisor.com.au/Tourisrg18733tHamburgVacations.html
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https://en.wikipedia.org/wiki/Elbe
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https://en.wikipedia.org/wiki/Herring
https://en.wikipedia.org/wiki/Matjes
https://en.wikipedia.org/wiki/Bismarckhering
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https://en.wikipedia.org/wiki/Main_dish
https://en.wikipedia.org/wiki/Fischbr%C3%B6tchen
https://en.wikipedia.org/wiki/Currywurst
https://en.wikipedia.org/wiki/Knackwurst
http://www.bento.de/
http://www.hamburg.mitvergnuegen.com/
http://www.stellarash.com/
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Survivein HamburgX J

Hello!

Goodbye!
How are you?
Doyou speakEnglishqinformal)
Canyou help me?

, 2 dz@ditBime.
Please.

Yes.

No.

I don't know

16 R 2 yirderspand.
Okay.

Help!

Thankyou
Thankyou very much
Excuseme?(When walking through
acrowd)

Excuseme.

L Cswrry.
Goodmorning!
Goodevening!
Goodnight!

Seeyou later!

Whereis/ Whereare...?
TheTrainstation
Restroom

TheAirport

Post

What?

When?

How much?

Halld
AufWiedersehen!
Wiegeht'
SprecherSieEnglisch
KdnnenSiemir helfen?
Bitte gerne.

Bitte.

Ja

Nein

Ichweil3 nicht.
Ichverstehenicht.
Okay

Hilfe!

Danke

VielenDank!
Entschuldigersie?

Entschuldigung.
Estut mir leid.
GutenMorgen!
GutenAbend!
GuteNacht!
Bisspéter!

Woist/ WosindX K
ZugsStation
Toilette/WC
Flughafen

Post

Was?

Wann?

Wieviel?

About Hamburg

Halow
Aoufwe-der-zehen
Veegits?

Shprexken zeeenglish?
Kuhnenzeemir hekfen?
Bitt-er

Bite

Ya

Niyn

Ikhwisenikht
Sorry,ah-berikh ver-shte-he-nikht
Okay

Heelfe!

Danker

Veelendank
Entschuldig'nzee

Entschutdig’ung
Estoot mir lied
Gootenmor-gen/targ
Gootenrar-bent
Gooter naxht
Bizspater

Voeist/ voesindX K
Zoogstation

Tolett

Floogha-fen

Post

Vas

Van

Veefeel?
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ConferenceOffice/ Contact

If youneedanysupport,pleasedo not hesitateto contactus.

JuliaPammer
jpammer@sbaesearch.org
Tel:+4366488 198489

YvonnePoul
ypoul@sbaresearch.org
Tel:+4369910041066

Conference Office
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Program Overview ARES 2018

August 27-30, Hamburg, Germany

Time Monday, 27.08.2018 Time Tuesday, 28.08.2018
09:30 - 17:45 Registration, Welcome Coffee 08:00 - 16:30 Registration
LH A: ARES Opening & Keynote
10:15 - 11:30 A Next-generation Secure Internet for the 21st Century - Adrian Perrig Rooms
ARES EU Symposium Opening 09:00 - 10:30
Rooms IHH(222) | up(121) | HE(22) [ 1Hc(120)
11:45 - 12:45 1HH(222) | Hc(20) | LHD (121) [ LHE (122) CUINGI | WSDFI__ |  wiral
5G-NSI___ | CybertiMI | IWOCCTN | [ ECoSP | 10:30 - 11:00 Cotfee Break
LA T LR LH A: CD-MAKE | Keynote & Diskussion
o R Machine learning and Al for the sciences — towards understanding - Klaus-Robert Miiller
Rooms 12:00 - 13:15 Lunch
Rooms
fAD0 s LH H (222) LH C (120) LH D (121) LH E (122) LH G (221)
5G-NS Il CyberTiM Il IWOCCTN Il ECoSP Il LH G (221) LH H (222) LH D (121) LH E (122) LH € (120)
13:15 - 14:45
15:30 - 16:00 Coffee Break CUING I WSDF I WTCLHI CD-MAKE Il
Rooms 14:45 - 15:15 Coffee Break
Rooms
oD arse LH H (222) LH C (120) LH D (121) LH E (122) LH G (221)
5G-NS Il CyberTIM Il IWOCCTN Il ECOSP Il 15:15 - 16:15 LH G (221) LH H (222) LH D (121) LH E (122) LH C (120)
17:30 - 17:40 Room switch CUING 11l WSDEF Il IWSECC I CD-MAKE Il
Rooms 16:15 - 16:30 short Coffee Break
17:40 - 18:40 LH H (222) LH C (120) LH F (220) LH H (222) Rooms
5G-NS IV CyberTIM IV gecen > LH G (221) LH H (222) LH F (220) LH E (122) LH € (120)
= r
17.40-19.10 17.40-19.10 16:30 - 17:30
19:00 - 21:30 o CUING IV SSE IWSECCHI CD-MAKE IV

1C5-CSR
Time Wednesday, 29.08.2018 . .. Time Thursday, 30.08.2018 I.CHSR s
+only for registered participants +only for registered participants
08:30 - 16:00 Registration 08:30 - 09:15 Registration 08:30 - 14:00 ion
= LHG (221
N e LH A: Keynote Session ARES o wa})w ll
T Innovations in permutation-based crypto - Joan Daemen A e B
09:30 - 10:30 Keynote
09:30 - 11:00
10:30 - 11:00 Coffee Break LH D (121) LH H (222) LHE (122) LH F (220) LH C (120) LH G (221)
Rooms G
- - 09:00 - 10:00 Morning Coffee
LHD (121) LHH (222) IHE(122) LHF (220) LH C (120) 1HG (221) FARES | SAW I iPAT 1220 MAKE-Explainable Al | PR ey
11:00 - 12:30
11:15-12:15Paper 1 & 2
10T-SECFOR| wecl IWSMAI CD-MAKE V' 11:00-11:30 Coiffas Break
12:30 - 14:00 Lunch 12:15-13:30 Lunch e
Rooms
TS LH D (121) LH H (222) LHE (122) LH F (220) LH € (120) LH G (221)
LH D (121) LHH (222) LHE(122) LH F (220) LH C (120) LHG (221) = & . "
FARES Il SAW I iPAT I MAKE-Explainable Al Il Paper8,9 & 10
14:00 - 15:30
Room 221 Ost
10T-SECFOR Il ed] IWSMA 11 MAKE-TEXT 13:30- 15:00 Paper 3,4 &5 i
13:00-14:00 Lunch MAKE Journal Editorial Board Lunch
15:30 - 16:00 Coffe Break 15:00 - 15:45 Coffee Break Meeting
o Rooms
14:00-15:30 EGE (121} LH C (120) LH G (221)
16:00 - 17:30 LHD (121) LHH (222) LHE (122) LH F (220) LH C (120) LH G (221) ; ; 14:00 - 15:45 Paper 11, 12 & 13;
MAKE-Topology > A %
10T-SECFOR Il SPEBD MAKE-Smart Factory 15:45 - 17:00 Paper 6 & 7, Day Closing Closing
15:45 - 16:00 short Coffee Break
17:30 - 23:00
Rooms
LH G (221)
16:00 - 17:30 Limes-Cyber-Game




